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STATEMENT
1.  Nature and Stage of The Proceeding
This case arises under the privacy protection portions of the Health Insurance Portability and Accountability Act of 1996 ("HIPAA" or the "Act").  Pub. L. No. 104-91, 110 Stat. 2021 (Aug. 21, 1996).  In HIPAA, Congress addressed, among other issues, the need to reduce the cost of health care by simplifying health insurance administration.  Congress recognized that the health care industry could achieve significant cost savings by reducing the paperwork involved in processing health information and moving to electronic transactions.  At the same time, Congress understood that the easy movement of confidential health information heightened the need for effective and uniform safeguards to protect patients' privacy and to ensure that their confidential health information was not misused.

To achieve this goal, HIPAA directed the Secretary of Health and Human Services ("the Secretary" or "HHS" or "the Agency"), after appropriate consultation, to provide detailed recommendations to Congress on three enumerated, privacy-related subjects.  The law then directed HHS to promulgate privacy regulations addressing these same subjects no later than three and one-half years after the passage of HIPAA, unless Congress enacted legislation by August 21, 1999 (thirty-six months after enactment).  Congress did not act within the specified period, and HHS, pursuant to its statutory mandate, and in accordance with the Administrative Procedure Act, promulgated final regulations (the "Privacy Rule").   It is the Privacy Rule that plaintiffs now challenge.

Plaintiffs' complaint was filed August 30, 2001, by the Association of American Physicians and Surgeons ("AAPS"), Congressman Ron Paul, and three individual "patients." 
  The parties' initial pretrial conference is scheduled for January 4, 2002, at 2:00 p.m.

2.  Statement of the Issues
(a)  Whether the Court lacks jurisdiction to hear plaintiffs' pre-enforcement, facial challenge that the Privacy Rule violates the Fourth Amendment by permitting the government warrantless access to health information under certain conditions;

(b)  Whether the Court lacks jurisdiction to hear plaintiffs' pre-enforcement, facial challenge that the Privacy Rule chills patient-physician speech in violation of the First Amendment;

(c)  Whether the Court lacks jurisdiction to hear plaintiffs' claim that the Privacy Rule violates the Tenth Amendment, and if jurisdiction is present, whether Congress appropriately exercised its powers under the Commerce Clause;

(d)  Whether the Secretary exceeded his statutory authority in promulgating rules governing the privacy of individually identifiable health information;

(e)  Whether, as a matter of procedure, the Secretary made a reasonable effort to comply with the Regulatory Flexibility Act, and whether  the Paperwork Reduction Act provides plaintiff with a right of judicial review.

In reviewing a motion to dismiss under both Fed. R. Civ. P. 12(b)(1) and 12(b)(6),  the moving party must show that "plaintiff can prove no set of facts consistent with the allegations s in the complaint which would entitle it to relief."  Baton Rouge Bldg. & Constr. Trades Council AFL-CIO v. Jacobs Constructors, Inc., 804 F.2d 879, 881 (5th Cir. 1986).  The Court "must accept all well-pleaded factual allegations in the light most favorable to the non-moving party."  American Waste & Pollution Control Co. v. Browning Ferris Inc., 949 F.2d 1384, 1386 (5th Cir. 1991).  Conclusory allegations or legal conclusions, however, will not defeat a motion to dismiss.  Fernandez-Montes v. Allied Pilots Ass'n, 987 F.2d 278, 284 (5th Cir. 1993).

Plaintiffs' facial constitutional claims must be reviewed in accordance with the time-honored principle that a court should never decide "a question of constitutional law in advance of the necessity of deciding it."  Liverpool,  New York & Philadelphia S.S. Co. v. Commissioners, 113 U.S. 33, 39, 5 S.Ct. 352, 355 (1885).  In reviewing plaintiffs' statutory claim, the Court must presume the Secretary's rule to be valid, and uphold the regulations so long as they are reasonably related to the enabling statute.  Mourning v. Family Publ. Services, Inc., 411 U.S.  356, 369, 93 S. Ct. 1652, 1660 (1973).   The Agency's reasonable construction of the statutory scheme it is entrusted to administer is entitled to great deference.  Chevron U.S.A. Inc. v. Natural Resources Defense Council, Inc., 467 U.S. 837, 844, 104 S. Ct. 2778 (1984).   Finally, the Court's review of plaintiffs' procedural claim is limited to whether the Agency made a good faith effort to carry out its mandate.  Alenco Communications, Inc., et al., v. FCC, 201 F.3d 608, 625 (5th Cir. 2000).

3.  Summary of the Argument
The Court should dismiss each of plaintiffs' five causes of action.  First, the Court lacks jurisdiction over plaintiffs' constitutional claims.  Like nearly all pre-enforcement, facial attacks under the Fourth Amendment, plaintiffs' claim is unripe.  Because plaintiffs have not yet suffered any injury, plaintiffs also lack standing.   Enforcement of the Privacy Rule is, at a minimum, more than a year away.  Plaintiffs' claims may change or be mooted by events that occur prior to that time.  The Department has already issued extensive policy guidance on the practical application of the Privacy Rule, and is likely to issue additional guidance before the 2003 compliance date.  The Secretary has also committed to modifying the Rule to facilitate compliance. 

Plaintiffs' Fourth Amendment claim is also entirely speculative because, even if the current enforcement scheme remains the same, the chances are remote that plaintiffs in this case will ever be affected.   For plaintiffs to sustain injury, a succession of increasingly unlikely events must occur, and the possibility that any one of them may not occur as anticipated, or at all, renders their challenge premature and unripe. 

Plaintiffs' attempt to encompass permissive provisions of the Privacy Rule within the rubric of their Fourth Amendment claim also fails.  These provisions merely permit disclosure to the government under certain conditions.  In any event, the hypothetical nature of plaintiffs' claim is no less acute in the context of these provisions than in the enforcement setting.  In any guise, plaintiffs' Fourth Amendment claim is unripe and should be dismissed.

Plaintiffs' second claim, under the First Amendment, is unripe for many of the same reasons.  In addition, plaintiffs' claim of a "chilling effect" based on the mere existence of the Privacy Rule (with its provisions allegedly allowing the government unfettered access to health information), is legally insufficient to establish standing.  The Supreme Court has long held that subjective allegations of "chill" must be accompanied by real injury in order to present a justiciable case or controversy.  Moreover, in light of the extensive privacy protections afforded by the Privacy Rule, and the numerous disclosures to which medical information is already subject,  the fear underlying plaintiffs' chill is not objectively reasonable.

Plaintiffs also lack standing to bring their third claim under the Tenth Amendment.  The Supreme Court has held that, since the Tenth Amendment exists to protect states, only states may properly bring a claim under that amendment.  In any event, it requires little analysis to conclude that the administration of  health care, including its record keeping and business practices, is a commercial activity that substantially affects interstate commerce.  As such, it falls comfortably within Congress' commerce clause authority. 

Plaintiffs' fourth claim challenging the scope of the Privacy Rule fails because Congress did not limit the Agency's rulemaking authority to electronic transactions only.  The Act simply requires that the Secretary promulgate regulations that "contain" standards with respect to the privacy of health information transmitted in connection with certain transactions.  The Act defines "health information" to include any information, "whether oral or recorded in any form or media."  Thus, the regulation of individually identifiable health information in any form (non-electronic as well as electronic), is not precluded by the terms of HIPAA.  

          The Secretary's inclusion of non-electronic records within the regulatory scheme was reasonable and appropriate to effectuate the purpose of the Act.   Protecting the confidentiality of medical information based only on how that information happens to be stored or transmitted would defeat the legislative intent.  Congress, through HIPAA, sought to promote the computerization of medical information.  A contrary result is achieved if, by reverting to paper, covered entities could circumvent parts of the statute and the regulations designed to protect the privacy of individuals.  Congress was well informed of the rulemaking process and the Secretary's interpretation, and twice heard testimony on this very issue.  That Congress did nothing to change the scope of the Privacy Rule adds further weight to the conclusion that the Secretary correctly implemented congressional will.

Finally, plaintiffs' procedural claim fails because the Secretary thoroughly and reasonably evaluated the impact of the Privacy Rule on small businesses in compliance with the Regulatory Flexibility Act.  Moreover, plaintiffs cannot bring an action to strike the Privacy Rule under the Paperwork Reduction Act, since the sole remedy provided by that statute is the ability to raise non-compliance with the Act as a defense to an enforcement action.  Since no enforcement of the Privacy Rule has occurred, such a claim is premature. 

Because plaintiffs' complaint in all respects fails to state a claim upon which relief can be granted, the lawsuit should be dismissed.
STATUTORY AND REGULATORY BACKGROUND
I.  
Authority and Purpose
Congress enacted HIPAA on August 21, 1996.  Pub. L. No. 104-191, 110 Stat. 2021 (Aug. 21, 1996).  Subtitle F of Title II of HIPAA is entitled "Administrative Simplification." (attached as Exhibit A) 
  Its purpose is to improve the health care system by "encouraging the development of a health information system through the establishment of standards and requirements for the electronic transmission of certain health information."  Id., Section 261.  See 1996 U.S. Code Cong. & Adm. News pp.1865, 1897, H. Rep. No. 496, 104th Cong., 2d Sess. at 97 (the House Report is attached as Exhibit B.) 
  

With computerization and the resulting ease in accessing health information came the recognition that the confidentiality of health information was at greater risk.  Thus, in order to provide greater protections to patients' privacy, Congress included within HIPAA Section 264.   Section 264 required HHS to provide Congress, within twelve months of HIPAA’s enactment date, “detailed recommendations on standards with respect to the privacy of individually identifiable health information.”  Pub. L. No. 104-191, Sec. 264(a).  In the event that Congress did not enact legislation covering at least the matters set forth in the first clause of Section 264(c)(1) within three years of HIPAA's enactment, subsection (c)(1) of Section 264 required HHS to promulgate regulations “containing” such standards.  Specifically, that section provides:

If legislation governing standards with respect to the privacy of individually identifiable health information transmitted in connection with the transactions described in section 1173(a) of the Social Security Act (as added by section 262)
 is not enacted by [August 21, 1999], the Secretary of Health and Human Services shall promulgate final regulations containing such standards not later than [February 21, 2000].  Such regulations shall address at least the subjects described in subsection (b).

Pub. L. No. 104-191, Sec. 264(c)(1), 110 Stat. 2033 (Aug. 21, 1996).

Subsection (b) of section 264 enumerates areas Congress required HHS to address when promulgating medical privacy regulations.  Congress directed the agency to cover at least the following three subjects:

 (1) The rights that an individual who is a subject of individually identifiable health information should have.

 (2) The procedures that should be established for the exercise of such rights.

 (3) The uses and disclosures of such information that should be authorized or required.

Pub.L. No. 104-191, Sec. 264 (b), 110 Stat. 2033 (Aug. 21, 1996) (emphasis added).  

The term “individually identifiable health information” is expressly defined in the Act as follows:

[A]ny information, including demographic information collected from an individual, that –

(A) is created or received by a health care provider, health plan, employer, or health care clearinghouse; and

(B) relates to the past, present, or future physical or mental health or condition or an individual, the provision of health care to an individual, or the past, present, or future payment for the provision of health care to an individual, and –

(i) identifies the individual; or

(ii) with respect to which there is a reasonable basis to believe that the information can be used to identify the individual.

Pub.L. No. 104-191, Sec. 262, (Sec. 1171(6)), 110 Stat. 2023 (Aug. 21, 1996).

Section 264 (c)(2) provides that the regulations promulgated by HHS "shall not supercede a contrary provision of State law, if the provision of State law imposes requirements, standards, or implementation specifications that are more stringent than the requirements, standards, or implementation specifications imposed under the regulation."  Pub.L. No. 104-191, Sec. 264(c)(2), 110 Stat. 2033-34 (Aug. 21, 1996). 

Congress also provided for enforcement of the Administrative Simplification portion of the Act through criminal and civil money penalties.   Pub.L. No. 104-191, Sec. 262, (Sec. 1176-77) (Aug. 21, 1996); 42 U.S.C. §§ 1320d-5, 1320d-6.  The Secretary of HHS is responsible for overseeing compliance with the Privacy Rule, and for the imposition of civil money penalties.  42 U.S.C. § 1320d-5.  The Act incorporates by reference the Social Security Act enforcement scheme codified at 42 U.S.C. § 1320a-7a, including the power to issue administrative subpoenas outlined in 42 U.S.C.  § 405(d)-(e).  See 42 U.S.C. § 1320d-5(a)(2). 

II.
Implementation and Promulgation of the Rules
           A.  The Rulemaking Process
On September 11, 1997, as required by Section 264(a) of the Act, HHS submitted to Congress recommendations for protecting the privacy of individually identifiable health information.  Under Section 264(c)(1), the Secretary became obligated to promulgate privacy regulations when, by August 21, 1999, Congress had not otherwise legislated. 

The Secretary issued a notice of proposed rulemaking on November 3, 1999.  The sixty day comment period closed on January 3, 2000,  64 Fed. Reg. 59918 (Nov. 3, 1999), and was then extended to February 17, 2000.  64 Fed. Reg. 69981 (Dec. 15, 1999).
  HHS received approximately 52,000 public comments during that time period.  On December 28, 2000, the Secretary published the final Privacy Rule, effective February 26, 2001.  Covered entities were given two years to comply with the Privacy Rule, except for small health plans, which had three years.  65 Fed. Reg. 82462 (Dec. 28, 2000).
  A technical amendment was published on December 29, 2000.  65 Fed. Reg. 82944 (Dec. 29, 2000).

On February 13, 2001, HHS submitted the final rule to Congress pursuant to the Small Business Regulatory Enforcement Fairness Act ("SBREFA").  See 5 U.S.C. § 801(a)(1)(A).  Because that statute requires that Congress have a full sixty days in which to disapprove the rule, should it so choose, HHS amended the effective date of the Privacy Rule to April 14, 2001.  The compliance dates were likewise extended to April 14, 2004 for small health plans, and April 14, 2003 for other covered entities.   66 Fed. Reg. 12434 (Feb. 26, 2001).  On February 28, 2001, the Secretary voluntarily invited the public to submit additional comments on the Privacy Rule for a thirty day period.  66 Fed. Reg. 12738 (Feb. 28, 2001).  The effective dates were not further extended as a result of the additional comment period.  In partial response to the comments received, however, HHS published on its website extensive guidance addressing the Privacy Rule's practical impact (attached as Exhibit D).

As part of the Secretary's enforcement activities,  HHS has committed to working with covered entities to secure voluntary compliance.  These activities will include the provision of guidance and technical assistance.  65 Fed. Reg. 82472 (Dec. 28, 2000).  In addition, the Agency may issue an Enforcement Rule, applicable to all the rules issued under the Administrative Simplification provisions of HIPAA.  65 Fed. Reg. 82487 (Dec. 28, 2000).

B.  The Regulatory Scheme
The Privacy Rule seeks to protect the privacy of individually identifiable health information.  It establishes a set of definitions (applicable to all of Title II, Subtitle F); state law preemption requirements; compliance and enforcement requirements; and, at its core, establishes specific privacy protection standards with which covered entities must comply.   These standards relate to the use and disclosure of protected health information, the rights of individuals with respect to their own health information, and the procedures for exercising those rights.  See generally 45 C.F.R. Parts 160 and 164 (reproduced in the Appendix at 65 Fed. Reg. 82798-829).

          The term "protected health information" is defined generally in the regulations as "individually identifiable health information . . . that is (i) Transmitted by electronic media; (ii) Maintained in any medium described in the definition of electronic media at § 162.103 of this subchapter; or (iii) Transmitted or maintained in any other form or medium."  45 C.F.R. § 164.501.  In general, a covered entity
 may not use or disclose protected health information except as required or permitted under the regulations.  45 C.F.R. § 164.502.  For some uses and disclosures, a covered entity must obtain an individual's written consent or authorization.  45 C.F.R. §§ 164.506, 164.508.  Certain other uses and disclosures are permitted without consent or authorization.  45 C.F.R. §§ 164.502, 164.510, 164.512, 164.514.  These permissive (but not required) disclosures allow covered entities to disclose protected health information to the extent required by other laws, such as the reporting of child abuse or neglect to appropriate law enforcement authorities.  45 C.F.R. § 164.512(b)(ii).  Covered entities may also comply with authorized law enforcement and oversight requests.  See generally 45 C.F.R. § 164.512(d).  

          Covered entities must, in general, also provide individuals with notice of their privacy practices and accommodate reasonable requests for confidential communications, 45 C.F.R. §§ 164.520, 164.522, as well as accommodate an individual's request for access to his or her own protected health information.  45 C.F.R. § 164.524.  Where a covered entity can comply with both the Privacy Rule and related state law, the state law is not preempted.  Only when a state law is contrary to the Privacy Rule will the federal law supercede.  Even then, contrary state laws which are more stringent than the Privacy Rule are exempt from preemption.  45 C.F.R. §§ 160.203(b); 160.202 (defining "more stringent"); see also Pub.L. No. 104-191, Sec. 264(c)(2), 110 Stat. 2033-34 (Aug. 21, 1996). 

Provisions for compliance and enforcement of the Privacy Rule are set forth in Subpart C of the Privacy Rule's General Administrative Requirements.  45 C.F.R. § 160.300 et seq.  The Secretary retains the authority to oversee compliance with the Privacy Rule.  In that regard, covered entities are required to keep appropriate records, and to cooperate with the Secretary in  any compliance review the Secretary may undertake.  45 C.F.R. § 160.310(a), (b).   As part of the Secretary's oversight authority, a covered entity must provide the Secretary access, during normal business hours, to records pertinent to ascertaining compliance with the Privacy Rule.  Under exigent circumstances (such as to prevent imminent destruction of documents), access may be demanded without prior notice.  45 C.F.R. § 160.310(c). 

ARGUMENT
I.
Plaintiffs' Fourth and First  Amendment Claims Fail for Lack of Standing

 

and Ripeness.                                                                                                     
Although the earliest compliance date for the Privacy Rule is more than a year away, plaintiffs allege that the Privacy Rule on its face violates the Fourth and First Amendments.  Before the Court can reach these or any other claims, however, plaintiffs must establish that they have standing, and that their claims are ripe for review.  Article III courts are empowered to decide only “actual cases or controversies.”  The federal courts do not exist to decide between competing views ​of what a statute requires, or to resolve matters of public policy, merely because persons of good will disagree.  Judicial power requires "more for its invocation than important issues and able litigants."  Valley Forge Christian College v. Americans United for Separation of Church and State, 454 U.S. 464, 489, 102 S. Ct. 752, 758  (1982). 

The "irreducible constitutional minimum of standing" requires as its principal element that "the plaintiff must have suffered an 'injury in fact' - an invasion of a legally protected interest which is (a) concrete and par​ticu​larized . . . and (b) 'actual or imminent' not 'conjectural' or 'hypothetical.'"  Lujan v. Defenders of Wildlife, 504 U.S. 555, 560, 112 S. Ct. 2130, 2136 (1992) (citations omitted).  Allegations of speculative, future injuries are constitutionally insufficient.  City of Los Angeles v. Lyons, 461 U.S. 95, 102, 103 S. Ct 1660, 1665. (1983); Simon v. Eastern Kentucky Welfare Rights Organization, 426 U.S. 26, 40, 96 S. Ct. 1917, 1925 (1976).  An injury that is predicted to occur in the future, for example, satisfies the concept of “imminence” only if that injury is “certainly impending.”  Lujan, 504 U.S. at 565 n.2 (original emphasis)(citation omitted); Warth v. Seldin, 422 U.S. 490, 501, 95 S. Ct. 2197, 2207 (1975);  O’Shea v. Littleton, 414 U.S. 488, 494, 94 S. Ct. 669, 675 (1974).  The law requires that the likelihood of injury present "a high degree of immediacy, so as to reduce the possibility of deciding a case in which no injury would have occurred at all."  Lujan, 504 U.S. at 564, n.2 (citations omitted).  

An Article III case or controversy must be brought not only by the right plaintiff, but also at the right time.  Thus, standing and ripeness "share[] the constitutional requirement  . . . that an injury in fact be certainly impending."  National Treasury Employees Union, 101 F.3d 1423, 1427 (D.C. Cir. 1996), citing Duke Power Co. v. Carolina Envtl. Study Group, 438 U.S. 59, 81, 98 S. Ct. 2620, 2635 (1978); Orix Credit Alliance, Inc. v. Wolfe, 212 F.3d 891, 895 (5th Cir. 2000).  At its constitutional core, therefore, the ripeness doctrine is designed 

to prevent the courts, through avoidance of premature adjudication, from entangling themselves in abstract disagreements over administrative policies, and also to protect the agencies from judicial interference until an adminis​trative decision has been formalized and its effects felt in a concrete way by the challenging parties.

Ohio Forestry Ass'n v. Sierra Club, 523 U.S. 726, 732-33, 118 S. Ct. 1665, 1670 (1998), quoting Abbott Laboratories v. Gardner, 387 U.S. 136, 148-49, 87 S. Ct. 1507, 1515 (1967).  

In addition to its constitutional component, the ripeness doctrine requires consideration of two prudential factors:  (1) "the fitness of the issues for judicial decision," and (2) "the hardship to the parties of withholding court consideration."  Abbott Laboratories, 387 U.S. at 149; Texas v. United States, 523 U.S. 296, 301, 118 S. Ct. 1257, 1260 (1998); Dresser Industries, Inc. v. U.S., 596 F.2d 1231, 1235 (5th Cir. 1979).  In assessing these factors, a court should consider whether "the underlying legal issues would necessarily be facilitated if they were raised in the context of a specific attempt to enforce the regulations."  Gardner v. Toilet Goods Assoc., 387 U.S. 167, 171, 87 S. Ct. 1526, 1529 (1967).  In short, to be justiciable, a controversy "must be such that it can presently be litigated and decided and not hypothetical, conjectural, conditional or based upon the possibility of a factual situation that may never develop."  Rowan Companies, Inc. v. Griffin, 876 F.2d 26, 28 (5th Cir. 1989), quoting Brown & Root, Inc., v. Big Rock Corp., 383 F.2d 662, 665 (5th Cir. 1967); see also Socialist Labor Party v. Gilligan, 406 U.S. 583, 586-88, 92 S. Ct. 1716, 1718-19 (1972).

Plaintiffs in this case, by bringing a pre-enforcement, facial challenge to the Privacy Rule, face a particularly rigorous application of the case or controversy requirement.  This scrutiny stems from the "oft-repeated admonition that the constitutionality of statutes ought not be decided except in an actual factual setting that makes such a decision necessary."  Hodel v. Virginia Surface Mining & Reclam. Ass'n, 452 U.S. 264, 294-95, 101 S. Ct. 2352, 2370 (1981); Communist Party v. Subversive Activities Control Board, 367 U.S. 1, 71-72, 81 S. Ct. 1357, 1397-98 (1961) (quoting Liverpool, New York & Philadelphia S.S. Co. v. Commissioners, 113 U.S. 33, 39, 5 S. Ct. 352, 355 (1885) ("No rule of practice of this Court is better settled than 'never to anticipate a question of constitutional law in advance of the necessity of deciding it.'"); United States. v. Petrillo, 332 U.S. 1, 5, 67 S. Ct. 1538, 1541 (1947) (same).  Because plaintiffs here have not suffered a concrete injury, and because such an injury may never occur,  plaintiffs' Fourth and First Amendment challenges fail for lack of standing and ripeness.

A.  Plaintiffs' Fourth Amendment Claim Is Premature  

1.  Plaintiffs' Challenge to the Secretary's Oversight Authority Fails

                             To Allege A Case Or Controversy Ripe for Judicial for Review 
In their First Claim for Relief, plaintiffs allege generally that the Privacy Rule "provide[s] government with broad access to the most personal information concerning medical treatment provided to patients, without a warrant," thereby violating the Fourth Amendment.  Complaint, ¶ 32.  In particular, plaintiffs challenge a  regulatory provision designed to enable the Secretary to

enforce the Privacy Rule.  Id.; 45 C.F.R.  § 160.310(c).  Under section 160.310(c), in furtherance of the Secretary's oversight authority, a covered entity must provide the Secretary with access to records necessary to determine compliance with the Privacy Rule.  45 C.F.R. § 160.310(c); 65 Fed. Reg. 82589-90 (Dec. 28, 2000).   Due to problems of standing and ripeness, this Court lacks jurisdiction to hear Plaintiffs' Fourth Amendment challenge.

As an initial matter, Fourth Amendment facial challenges are particularly disfavored, and almost always unripe.  This is because the Fourth Amendment requires that searches and seizures be "reasonable."
  The concept of reasonableness is a fluid one, that acquires its meaning from a particular factual setting.   Illinois v. Gates, 462 U.S. 213, 232 , 103 S. Ct. 2317, 2329 (1983).  The Supreme Court has a "long-established recognition that standards of reasonableness under the Fourth Amendment are not susceptible of Procrustean application. . . . Each case is to be decided on its own facts and circumstances."  Ornelas v. United States, 517 U.S. 690, 696, 116 S. Ct. 1657, 1662 (1996), quoting Ker v. California, 374 U.S. 23, 33, 83 S. Ct. 1623, 1630 (1963); Terry v. Ohio, 392 U.S. 1, 29, 88 S. Ct. 1868, 1884 (1968) (limitations imposed by Fourth Amendment "will have to be developed in the concrete factual circumstances of individual cases.")  Thus, in a pre-enforcement setting, before any facts are developed, "it is difficult to determine whether Fourth Amendment rights are seriously threatened. . . . "  Village of Hoffman Estates v. Flipside, Hoffman Estates, Inc., 455 U.S. 489, 504 n.22, 102 S. Ct. 1186, 1196 (1982).

Plaintiffs' claim here fits neatly within the general rule rejecting facial Fourth Amendment challenges as unripe.  First, and  most obviously, plaintiffs lack injury, since the earliest compliance date for the Privacy Rule is April 14, 2003 (April 14, 2004 for small health plans).
  Thus, plaintiffs' records have not been accessed, and any potential access is, at a minimum, more than a year away.
   See Trustees for Alaska v. EPA, 749 F.2d 549, 560 (9th Cir. 1984) (dismissing facial Fourth Amendment claim as speculative because plaintiffs "have not even alleged that any search has occurred.").  During the intervening time, any number of modifications to the Privacy Rule could occur.  Since the Privacy Rule became final, the Secretary already has issued extensive guidance regarding its practical application.  See, e.g., Exhibit D.  In addition, the Secretary has committed to working with covered entities to facilitate voluntary compliance.  65 Fed. Reg. 82472 (Dec. 28, 2000).

 For example, HHS may issue a notice of proposed rulemaking for a new Enforcement Rule, applicable to all the rules issued under the Administrative Simplification provisions of HIPAA.  65 Fed. Reg. 82487 (Dec. 28, 2000); see also 65 Fed. Reg. 82603, 82605 (Dec. 28, 2000), 65 Fed. Reg. 50342-43 (Aug. 17, 2000).  Were this to occur,  it is possible that the provisions about which plaintiffs complain could change.  Thus, not only have plaintiffs not yet suffered any injury as a result of oversight or law enforcement activities, but, by the time compliance is required, the pre-enforcement circumstances purportedly giving rise to their complaint could be changed, or even mooted.  To be fit for review, the agency action giving rise to the controversy must not be "dependent upon future uncertainties or intervening agency rulings."  Charter Federal Savings Bank v. Office of Thrift Supervision, 976 F.2d 203, 208 (4th Cir. 1992).  Given the possibility of an Enforcement Rule, as well as intervening agency guidance, adjudication of plaintiffs' claim in its present, pre-enforcement posture poses a significant risk that this Court would render an advisory opinion – an occurrence the ripeness doctrine is specifically meant to prevent.  Texas v. United States, 523 U.S. at 300.

Second, even if the Privacy Rule's enforcement scheme stayed exactly as it currently appears, it is highly speculative that plaintiffs in this case would ever be injured by it, as they must be to establish standing.  See New York v. Ferber, 458 U.S. 747, 767, 102 S. Ct. 3348, 3360 (1982) (constitutional rights are personal to litigant before court); U.S. v. Posey, 864 F.2d 1487, 1491 (9th Cir. 1989) (plaintiff cannot vindicate others' Fourth Amendment rights in a facial challenge).  The Secretary, in exercising his oversight responsibilities, could elect not to demand access to a covered entity's facilities pursuant to section 160.310(c), choosing instead to inspect a covered entities' records pursuant to an administrative subpoena.  See 42 U.S.C. § 1320d-5(a)(2), 42 U.S.C. § 1320a-7a, 42 U.S.C.  § 405(d)-(e) (providing the Secretary with administrative subpoena power).  Administrative subpoenas are unquestionably capable of constitutional application.  Indeed, the administrative subpoena powers provided elsewhere in HIPAA have already been upheld.  See, e.g., In re Administrative Subpoena John Doe v. United States, 253 F.3d 256 (6th Cir. 2001).

Assuming, however, that the Secretary were to elect to proceed under section 160.310(c), plaintiffs' records would still not be affected unless the Secretary happened to proceed against a covered entity possessing plaintiffs' protected health information (assuming that their protected health information resides with a covered entity, a fact not alleged in the Complaint).  Even then, the Secretary may decide not to request access to any protected health information.  Covered entities are required to document policies and procedures relating to compliance with the Privacy Rule, see, e.g., 45 C.F.R. § 164.530(j), and the Secretary may determine that inspection of these records (which would generally not contain protected health information) is sufficient to ensure compliance.  See 45 C.F.R. § 160.310(c).  And, even if the Secretary did determine that access to protected health information was necessary to determine a covered entity's compliance with the Privacy Rule, the chances that the individually identifiable health records of the plaintiffs in this case would be inspected is statistically remote.

In short, plaintiffs' Fourth Amendment claim "sits atop a mountain of conjecture and speculation."  United Transportation Union v. Foster, 205 F.3d 851, 858 (5th Cir. 2000).  In United Transportation Union, railroad employee unions brought a pre-enforcement challenge to a Louisiana statute that authorized law enforcement officers to administer toxicological testing to railroad personnel involved in railroad crossing collisions.  The unions argued that the statute's authorization of such testing in the absence of probable cause violated the Fourth Amendment.  The Fifth Circuit rejected the unions' argument as "entirely too speculative and hypothetical to establish the existence of an Article  III 'case or controversy.'" United Transportation Union, 205 F.3d at 858.  In explaining the "extreme prematurity" of the case, the court reasoned that, to run afoul of the Fourth Amendment, a long series of events would have to occur.  The chance that any one of them may not occur as anticipated, or even at all, rendered the claim hypothetical.  Id. 

The identical concerns are present here.  As outlined above, assuming that the regulatory landscape remains unchanged, a number of contingencies must occur before any plaintiff in this case could complain that the Secretary accessed his or her protected health information in alleged violation of the Fourth Amendment.  See Orix Credit Alliance, Inc. v. Wolfe, 212 F.3d 891, 897 (5th Cir. 2000), quoting Texas v. United States, 523 U.S. at 300 ("A claim is not ripe for adjudication if it rests upon 'contingent future events that may not occur as anticipated, or indeed may not occur at all.'") (citation omitted). There can be little doubt, therefore, that plaintiffs' Fourth Amendment claim is premature, and currently unfit for review.  Abbott Laboratories, 387 U.S. at 149.

Finally, the second prudential consideration of ripeness – potential harm to the litigants from postponing review – further strengthens the conclusion that plaintiffs' claim is unripe.  Plaintiffs will suffer no invasion of their privacy as a result of waiting for an actual case or controversy.  Moreover, patients are not subject to the Privacy Rule, and need do nothing to prepare for the April 2003 compliance date.
   Accordingly, because plaintiffs have failed to establish a case or controversy ripe for decision, their Fourth Amendment claim must be dismissed.

2.  Plaintiffs' Fourth Amendment Challenge to Permissive Provisions

                             Of the Privacy Rule Are Similarly Unripe                                        
In addition to challenging the Secretary's authority to review protected health information as part of his oversight authority, 45 C.F.R. § 160.310(c), plaintiffs also allege that a number of other regulatory provisions offend the Fourth Amendment, because they  "require physicians to turn over to the government medical records in which patients and the physician have a reasonable expectation of privacy." Complaint, ¶ 32.  In support of this contention, plaintiffs cite to regulatory provisions that permit covered entities to comply with other laws that require or authorize the disclosure of protected health information.  See, e.g., 45 C.F.R. §§ 164.510, 164.512, 164.514.

These regulatory provisions, however, do not require or mandate any disclosures to the government.  Rather, they permit covered entities to comply with state and federal laws that require disclosure of protected health information without violating the Privacy Rule, which otherwise prohibits disclosures absent patient consent or an express regulatory authorization.  65 Fed. Reg. 82531 (Dec. 28, 2000).  For example, one of the provisions cited by plaintiffs permits a covered entity to disclose protected health information evidencing domestic abuse, neglect or violence to governmental authorities authorized to receive such reports.   45 C.F.R. 512(c); Complaint, ¶ 32.  A covered entity is not required by the Rule to make such a report, and likewise is not prevented by the Rule from doing so.  Similarly, if a state law requires the reporting of domestic abuse, a covered entity may comply with that state law without fear that the disclosure of protected health information to the state authorities will violate HIPAA.
  See 45 C.F.R. 512(a). (c).  The regulations do not in any way alter existing law, or create new access for law enforcement.  Instead, they simply make it possible to comply with existing laws without violating the Privacy Rule in the process.  65 Fed. Reg. 82589, 82566 (Dec. 28, 2000).

Plaintiffs' misreading of the regulations
 only reenforces why their Fourth Amendment challenge is unripe.  To adjudicate their claim in its present posture, the Court would be forced to decide the meaning of regulatory provisions in a hypothetical setting, before the provision has ever been applied in the real world, and before the agency has had an opportunity to assess its impact and issue additional guidance, if required.  Indeed, all the reasons supporting the dismissal of plaintiffs' challenge to the Secretary's oversight authority as unripe apply with equal force here – with the additional hurdle that, other than section 160.310(c),  plaintiffs fail to identify any provision in the Privacy Rule that requires a covered entity to disclose protected health information to the government.  Moreover,  the string of contingencies that must occur in order to imbue these plaintiffs with standing to challenge a discretionary disclosure are at least as unlikely to occur as those described in connection with section 160.310(c).  Accordingly, for the reasons discussed above, plaintiffs' Fourth Amendment claim in its entirety should be dismissed as premature.

B.  Plaintiffs Lack Standing to Bring A First Amendment Claim Based On 

                  Subjective Allegations of "Chill"                                                                 
Plaintiffs' second claim for relief alleges that, as a result of "governmental access" to patient-physician communications, the "Privacy Regulations have a chilling effect on patients' speech to their physicians . . . ."  Complaint, ¶¶ 35, 3.  As evidence of this alleged "chilling effect," plaintiffs state that "[p]laintiff AAPS has patient members who are already reluctant to provide information to their physicians due to the broad access to such information provided by the Privacy Regulations to the government."
  Complaint, ¶ 28.  Plaintiffs' allegation of a potential "chill," however, is insufficient to establish standing for a First Amendment claim.
  Accordingly, plaintiffs' second claim for relief should be dismissed.

First, plaintiffs cannot establish standing because, as a threshold matter, their complaint on its face fails to allege an actual chilling of speech.  The only plaintiff to allege even a possible chill is AAPS, on behalf of its "patient members."  Complaint, ¶ 28.  AAPS' claim that it has patient members who are "reluctant" to provide information to their physicians does not on its face state a "chill."  AAPS does not allege that any of its members has in fact not provided information to a physician due to the existence of the Privacy Rule.   Since plaintiffs present no allegation of an actual chill, they "lack the 'personal stake in the outcome of the controversy' essential to standing."  Laird v. Tatum, 408 U.S. at 14, n.7, quoting Baker v. Carr, 369 U.S. 186, 204, 82 S. Ct. 691, 703 (1962).

Second, even if plaintiffs' complaint could be construed as alleging a real chill,  it would still be insufficient to establish standing.  The Supreme Court has long held that "[a]llegations of a subjective 'chill' are not an adequate substitute for a claim of specific present objective harm or a threat of specific future harm."  Laird v. Tatum, 408 U.S. at 13-14.  In Tatum, plaintiffs complained that the existence of an Army Intelligence data-gathering system was unconstitutional because it had a chilling effect on plaintiffs who wanted to engage in political activities and other First Amendment protected activity.  The chill, they alleged, resulted from their fear that the Army would misuse the information gathered about them in such a way as to cause plaintiffs harm.  Id., at 13.  The Court rejected plaintiffs' claim, finding that any "subjective chill" – stemming not from any particular action against them, but from the "very existence of the Army's data-gathering system" –  was speculative, and insufficient to establish standing:

Carried to its logical end, this approach would have the federal courts as virtually continuing monitors of the wisdom and soundness of Executive action; . . .  [this] is not the role of the judiciary, absent actual present or immediately threatened injury resulting from unlawful governmental action.

Id., p. 15.  See also United Presbyterian Church in the U.S.A. v. Reagan, 738 F.2d 1375, 1378 (D.C. Cir. 1984) (Scalia, J.) ("All of the Supreme Court cases employing the concept of 'chilling effect' involve situations in which the plaintiff has unquestionably suffered some concrete harm. . . apart from the 'chill' itself.")  In both Tatum and United Presbyterian Church, it was noted that the plaintiffs were not themselves subject to the regulation they were challenging.  Rather, it was the fear resulting from existence of a statute or scheme to which they were not directly subject that led to the alleged self-censorship. 

The "chill" claimed by plaintiffs in this case is precisely analogous to the argument rejected in Tatum and United Presbyterian Church.  As in those cases, the plaintiffs complaining of a chill here are not directly regulated by the Privacy Rule.  Rather, they claim that the mere existence of the Privacy Rule, with its alleged governmental access to patient medical records, makes them reluctant to speak freely with their physicians.  Plaintiffs do not, and cannot, allege that either the government has accessed their health information, or that the government has improperly disseminated their health information.  Their allegation of a subjective chill, without more, fails to establish Article III standing.  See The California Bankers Assn. v. Shultz, 416 U.S. 21, 56-57, 94 S. Ct. 1494, 1515-16 (1974); American Library Assn v. Barr, 956 F.2d 1178, 1192-93 (D.C. Cir. 1992); Poe v. City of Humble, Texas, 554 F. Supp. 233, 237 (S.D. Tex. 1983).

Third, plaintiffs' allegation of a "chilling effect" is insufficient to establish standing because their fear is not objectively reasonable.  See Lake Butler Apparel Company v. Secretary of Labor, 519 F.2d 84, 87 (5th Cir. 1975); Whalen v. Roe, 429 U.S. 589 (1977).   In Whalen v. Roe, for example, the Supreme Court again rejected a claim of a "chilling effect" similar to the one plaintiffs make here.   Plaintiffs in that case challenged a New York law that required that the state be provided with a copy of every prescription written for a certain class of drugs.   Plaintiffs argued that the existence of the law giving the government access to patients' medical information created a chilling effect on patients seeking medical attention –  "the knowledge that the information is readily available in a computerized file creates a genuine concern that causes some persons to decline needed medication."  Id., at 602-03. 

The Court acknowledged that "some individuals' concern for their privacy may lead them to avoid or to postpone needed medical attention."   Nevertheless, disclosure of private information to the New York Department of Health was not "meaningfully distinguishable from a host of other unpleasant invasions of privacy that are associated with many facets of health care." Whalen v. Roe, 429 U.S. at 602.   The Court noted that, in addition to routine disclosures of personal health information to hospital personnel, insurance companies, and public health agencies, states commonly require reporting relating to venereal disease, child abuse, injuries caused by deadly weapons, and certifications of fetal death.  Id., n.29.   Plaintiffs' alleged "chill" based on the requirement to provide similar information to the New York Department of Health, was not, therefore, objectively reasonable. 

In this case, the potential chill claimed by the AAPS patients is similarly unreasonable.  As described in connection with plaintiffs' Fourth Amendment claim, the chances that the government will ever access these plaintiffs' protected health information is exceedingly remote.  Even if the Secretary were to gain access to plaintiffs' protected health information, the regulations provide safeguards to protect the information from further disclosure.  See, e.g., 45 C.F.R. 160.310(c)(3); Whalen v. Roe, 429 U.S. at 605.

Finally, it is unreasonable to believe that plaintiffs would be more fearful of the privacy of their medical information with the Privacy Rule in place than in the absence of any federal privacy protections.  The Privacy Rule exists, after all, to enhance patient privacy.
  See, e.g., 65 Fed. Reg. 82463, 82467-68 (Dec. 28, 2000).  Without the Privacy Rule, it is estimated that "an average of 150 people, 'from nursing staff to x-ray technician to billing clerks,' have access to a patient's medical records during a typical hospitalization."  65 Fed. Reg. 82466 (Dec. 28, 2000).  In addition, health information is frequently shared with "consulting physicians; managed care organizations; health insurance companies; life insurance companies; self-insured employers; pharmacies; pharmacy benefit managers; clinical laboratories; accrediting organizations; state and federal statistical agencies; and medical information bureaus."  Id.  The Privacy Rule puts in place a number of protections that should reduce the extent and scope of the dissemination of personal medical information.
  As an objective matter, therefore, plaintiffs' claimed chill is unreasonable, speculative, and inadequate to state an injury sufficient to confer standing.  Plaintiffs' First Amendment claim should therefore be dismissed.

II.
Plaintiffs' Tenth Amendment Claim Should Be Dismissed
Plaintiffs' Third Claim for Relief alleges that the Privacy Rule violates the Tenth Amendment, because "Congress has failed to show that there is a substantial adverse effect upon interstate commerce to justify federal regulation of privacy of medical records." Complaint,  ¶ 42.
  Plaintiffs lack standing to bring this claim under the Tenth Amendment.  In any event, it is plain that health care administration is a commercial activity that substantially affects interstate commerce.  As such, it is well within Congress' commerce clause authority.

A.  Plaintiffs Lack Standing To Pursue Their Tenth Amendment Claim
The Tenth Amendment provides, in pertinent part, that "[t]he powers not delegated to the United States by the Constitution, nor prohibited by it to the States, are reserved to the States respectively . . . ."  U.S. Const., Amend. X.  Because this Amendment was designed to protect the interests of the states as states, the Supreme Court has held that, "absent the states or their officers," private individuals "have no standing . . . to raise any question under the [Tenth A]mendment."  Tennessee Elec. Power Co. v. TVA, 306 U.S. 118, 144, 59 S. Ct. 366, 372-73 (1939); see also Vermont Assembly of Home Health Agencies, Inc. v. Shalala, 18 F. Supp. 2d 355, 370 (D. Vt. 1998) (Tenth Amendment protects states, not private parties, thus alleged Tenth Amendment violation cannot be "invasion of a legally protected interest" of an individual).

Although some courts have found individuals to have standing to bring Tenth Amendment claims,  see, e.g., Gillespie v. City of Indianapolis, 185 F.3d 693, 700 n.3 (7ADVANCE \u3thADVANCE \d3 Cir. 1999) (citing cases), cert. denied, 528 U.S. 1116, 120 S. Ct. 934 (2000), the Supreme Court’s decision in Tennessee Electric "has not been reversed." Vermont Assembly, 18 F. Supp at 370; Gaubert v. Denton, 1999 WL 350103, at *5 (E.D. La. May 28,  1999) ("Tennessee Electric remains binding authority") (attached at Exhibit E), aff’d, 210 F.3d 368 (5ADVANCE \u3thADVANCE \d3 Cir. 2000) (unpublished) (attached at Exhibit F); see also Mountain Legal States Found. v. Costle, 630 F.2d 754, 768 (10ADVANCE \u3thADVANCE \d3 Cir. 1980); Lamm v. Volpe, 449 F.2d 1202 (10ADVANCE \u3thADVANCE \d3 Cir. 1971); Wamble v. Bell, 538 F. Supp. 868 (W.D. Mo. 1982).  Supreme Court decisions "remain binding precedent until we see fit to reconsider them, regardless of whether subsequent cases have raised doubts about their continuing vitality." Hohn v. United States, 524 U.S. 236, 252-253, 118 S. Ct. 1969, 1978 (1998); Agostini v. Felton, 521 U.S. 203, 237, 117 S. Ct. 1997, 2017 (1997).
In Gaubert, the district court recognized that some courts had either proceeded to decide the merits of Tenth Amendment claims without first deciding their jurisdiction, or had found individual standing.  The Gaubert court noted, however, that those courts finding individual standing for Tenth Amendment claims failed to confront Tennessee Electric.   The Fifth Circuit affirmed the district court's decision in Gaubert, specifically noting that "the relevant law persuades that Gaubert lacked standing to pursue a claim under the tenth amendment . . . ."  Gaubert v. Denton, No. 99-30600, Summary Calendar (Exhibit F), p. 2.  Although unpublished, and therefore not binding on this Court, the Fifth Circuit's comments are nevertheless persuasive authority for the dismissal of plaintiffs' Tenth Amendment claim here.  Because plaintiffs in this case do not include a state or its officers, Tennessee Electric, 306 U.S. at 144, their Tenth Amendment claim fails for lack of standing.

B.  HIPAA Is  Well Within Congress' Commerce Clause Authority.

Even were the Court to reach the merits of plaintiffs' Tenth Amendment claim, it is evident that in HIPAA Congress has appropriately legislated in an area that substantially affects interstate commerce.  See United States v. Morrison, 529 U.S. 598, 609, 120 S. Ct. 1740, 1749 (2000); United States v. Lopez, 514 U.S. 549, 115 S. Ct. 1624 (1995)  (collecting cases).  "Where economic activity substantially affects interstate commerce, legislation regulating that activity will be sustained."  Lopez, 514 U.S. at 560.

HIPAA's Administrative Simplification (Subtitle F) provisions plainly regulate economic activity.  "Providing quality medical care and facilities literally is a big business." Williams v. Kleaveland, 534 F. Supp. 912, 919 (W.D. Mich. 1981).  There can be little dispute, moreover, that health care administration is an economic activity.   Health care insurers alone comprise a national, multi-billion dollar industry.   United States v. Lauersen, 1999 WL 637237 *6 (S.D.N.Y. Aug. 20, 1999) (rejecting claim that health care fraud statute exceeded commerce clause powers) (attached at Exhibit G).  The privacy provisions of Subtitle F similarly address economic activity by regulating the flow of individually identifiable health information within and outside of covered entities for purposes, among others, of  treatment and payment. 

It is equally apparent that the economic activity regulated by Subtitle F, including the privacy provisions, substantially affects interstate commerce.  See Reno v. Condon, 528 U.S. 141, 148-49, 120 S. Ct. 666, 668-69 (2000) (Driver's Privacy Protection Act, regulating disclosure and resale of drivers' personal information, was proper exercise of commerce clause authority because personal information itself was an article of interstate commerce, and was "also used . . . by various public and private entities for matters related to interstate motoring.").

Health plans (defined in 42 U.S.C. § 1320d(5) to include insurers, health maintenance organizations, and the Medicare program, among others), indisputably operate across state lines.   Health care providers who transmit health information in electronic form in connection with health claims, referral certification and authorization, and health care payment and remittance advice (all transactions enumerated in section 1173(a)(1)), are also engaging in interstate commerce by interacting with insurers, hospitals, and suppliers of medical equipment.  Physicians commonly refer patients to specialists and hospitals out-of-state.  Bills are remitted and paid through insurers in other states.  There is simply no room to argue that the administration of health care, even on a local level, does not substantially affect interstate commerce.

Plaintiffs attempt to characterize the Privacy Rule as regulation of "confidential communications by patients to their town physician."  Complaint, ¶ 38.  The Privacy Rule does not, however, regulate patient-physician communication at all; rather, it regulates how a patient's individually identifiable health information must be handled and maintained by a covered entity.  These regulations are not unlike other federal privacy protection statutes that recognize the dangers to privacy inherent in electronic technology.  See 65 Fed. Reg. 82468-69 (Dec. 28, 2000) (citing examples of legislation).  Moreover, to the extent plaintiffs proffer the example of the "town physician," it bears repeating that the Privacy Rule applies only to covered entities.  The proverbial country doctor who deals only in paper, or who has a computer but conducts none of the transactions referred to in section 1173(a) electronically, would not be a covered entity, and would not be subject to this legislation.  Because the Administrative Simplification provisions of HIPAA clearly fall within Congress' commerce clause power, plaintiffs' Tenth Amendment claim must be dismissed.  

III.
The Privacy Regulations Do Not Exceed the  Scope of Authority Congress Granted HHS To Promulgate the Regulations.                                               
In their Fourth Claim for Relief, plaintiffs challenge the Privacy Rule primarily on the ground that “the HHS Privacy Regulations regulate the communication of any individually identifiable health information whether in electronic form or not." Complaint, ¶ 45.
  As a result, plaintiffs argue,  it is "unauthorized by the statutory context and purpose of HIPAA,"  Id.   As demonstrated below, plaintiffs' contentions are meritless.  In regulating health information kept in non-electronic, as well as electronic, form, the Secretary's actions were consistent with the language and purpose of  HIPAA, and well within the scope of his statutory authority.  

The courts have long held that the validity of a regulation promulgated under a general grant of rulemaking authority will be sustained if the regulation is reasonably related to the purposes of the enabling legislation.  Mourning v. Family Publ. Servs., Inc., 411 U.S. 356, 369, 93 S. Ct. 1652, 1660 (1973); Thorpe v. Housing Authority of Durham, 393 U.S. 268, 280-81, 89 S. Ct. 518, 525 (1969).   A regulation exceeds statutory authority if it “bears no relationship to any recognized concept” of the statutory terms at issue.  Batterton v. Francis, 432 U.S. 416, 428, 97 S. Ct. 2399, 2407 (1977).  Under this deferential standard of judicial review, an agency’s regulations are presumed valid, see, e.g., Cullen Drive-In Grocery v. Block, 778 F.2d 1141, 1142 (5th Cir. 1985), and plaintiff “shoulder[s] a difficult burden to prove that the regulation is inconsistent with the purpose of the enabling legislation." Florida v. Mathews, 526 F.2d 319, 323 (5th Cir. 1976)).

The Fifth Circuit has routinely invoked these basic principles of law to uphold agency regulations against challenges to the scope of the regulatory authority.  See, e.g., Mercy Hospital of Laredo v. Heckler, 777 F.2d 1028, 1031-32 (5th Cir. 1985); Baylor University Medical Center v. Heckler, 758 F.2d 1052, 1062 (5th Cir. 1985); U.S. v. Central Gulf Lines, Inc., 747 F.2d 315, 318 (5th Cir. 1984); Turner v. Weinberger, 728 F.2d 751, 758 (5th Cir. 1984).  Here, too, the court should sustain the validity of the Privacy Rule for at least three reasons.  First, nothing in the plain language of HIPAA requires that the Secretary only regulate health information existing in electronic form.  Second, it was both reasonable and appropriate for the Secretary to cover the transmission of non-electronic health information in order to effectuate the purpose of HIPAA.  Third, Congress was well aware of the Secretary's reasonable interpretation and chose not to change it.  For all these reasons, plaintiffs' second claim for relief should be dismissed.

A.  The Plain Language of the Statute Permits the Regulation of More Than          Electronically-Kept or Transmitted Health Information.                           
Plaintiffs contend that the Privacy Rule must be limited to information transmitted in electronic form because “Section 264 provided limited authorization to HHS to regulate electronically transferred health information in protection of patient privacy."  Complaint, ¶ 19, citing section 264(c)(1)  (HHS privacy regulations should contain "standards with respect to the privacy of individually identifiable health information transmitted in connection with the transactions described in Section 1173(a) of the Social Security Act (as added by Section 262)").  
Plaintiffs' argument, fails to identify any language in Section 264(c) that limits the Secretary's authority to regulate exclusively electronic transactions.  Indeed, section 264(c), which contains the delegation of authority to the Secretary to promulgate final regulations, states  only that the agency shall promulgate privacy regulations “containing" standards regarding “individually identifiable health information transmitted in connection with the transactions described in section 1173(a) . . . .”  Section 264(c)(1)(emphasis added).

          The word “containing” typically means “to have within, to hold, to comprise, or to include.”
  See, e.g., Merriam Webster’s Collegiate Dictionary, at 249 (10th ed. 1996).  Given its plain meaning, the word "containing" cannot reasonably be construed to mean “to be exclusively limited to,” as plaintiffs would have the Court hold.  To the contrary, in using the word “containing,” Congress expressly did not limit the final privacy regulations to exclusively 1173(a) transactions.
  Rather, in section 264(c), Congress indicated the regulations' minimum content – a regulatory floor, as opposed to the ceiling that plaintiffs allege.

Even putting aside Congress’s use of the word “containing,” plaintiffs’ argument ignores the second sentence of section 264(c)(1).  That sentence expressly requires HHS to “address at least the subjects described in subsection (b) [of section 264].”   As noted earlier, the subjects delineated in subsection (b) are the following three topics:

(1) The rights that an individual who is a subject of individually identifiable health information should have.

(2) The procedures that should be established for the exercise of such rights.

(3) The uses and disclosures of such information that should be authorized or required.

Pub.L. No. 104-191, Sec. 264(b), 110 Stat. 2033 (Aug. 21, 1996); 42 U.S.C. § 1320d-2(note).  This language does not restrict the scope of the regulation to information transmitted in electronic form, even though Congress did include similar limitations in several other portions of the statute.  See, e.g., Sec. 1172(a)(3), 42 U.S.C. § 1320d-1; See Ott v. Johnson, 192 F.3d 510, 512 & n.9 (5th Cir. 1999) (citation omitted) ("It is a fundamental tenet of statutory construction that Congress intended to exclude language included in one section of a statute, but omitted from another section.").

          Similarly, Congress chose to give the term “individually identifiable health information” (the term governing section 264(b)(1)), a broad reading unrestricted by any limitation to electronic transmissions. Pub.L. No. 104-191, Sec. 262, (Sec. 1171(6)), 110 Stat. 2023 (Aug. 21, 1996); 42 U.S.C. § 1320d.   Indeed, the term "health information," contained within "individually identifiable health information," is defined expressly to include "any information, whether oral or recorded in any form or medium . . . ."
  Pub.L. No. 104-191, Sec. 262, (Sec. 1171(4)), 110 Stat. 2021 (Aug. 21, 1996); 42 U.S.C. § 1320d (emphasis supplied).
  It would make little sense for Congress to have instructed HHS to regulate the privacy of individually identifiable health information, and to define "health information" to include information "in any form or medium," if Congress' intent was to restrict its delegation of authority to electronic information alone.

Congress did not, therefore, limit the Secretary’s authority in promulgating the Privacy Rule solely to electronic information.   Had Congress intended to so restrict the Secretary’s authority, it would have done just that, rather than providing the Secretary with authority to promulgate regulations “containing” the standards in described in subsection 1173(a); including at least the subjects related to individually identifiable health information set forth in Section 264(b); and defining "health information" to include information that is "oral or recorded in any form or medium."  See generally, 65 Fed. Reg. 82619 (Dec. 28, 2000).

B.  The Secretary Reasonably Extended the Privacy Rule To Non-Electronic                                  Information In Order to Effectuate  Congressional Intent.                        
Plaintiffs also argue that the Privacy Rule goes beyond the scope of Congress’s authorization because “Section 261 of HIPAA states that the statute’s purpose is to improve the health care system by establishing standards and requirements for ‘the electronic transmission of certain health information.'” Complaint, ¶ 20 (emphasis in Complaint).  This appeal to Congress’s purpose statement in section 261, however, provides no support for plaintiffs’ argument.  The Supreme Court has long recognized that an agency may regulate events or entities outside a statute's stated purpose in order to effectuate the statute’s intent.  Mourning v. Family Publication Service, Inc., 411 U.S. 356, 372-74, 93 S. Ct. 1652, 1661-63 (1973); see also Diefenthal v. CAB, 681 F.2d 1039, 1043-44 (5th Cir. 1982).

          The Court's analysis in Mourning is particularly instructive here.  In Mourning, the Court sustained the constitutionality of a regulation promulgated by the Federal Reserve Board pursuant to sections 105 and 121 of the Truth in Lending Act.  Section 105 gave the Board broad authority to promulgate regulations “to carry out the purposes of [the Act].”  Mourning, 411 U.S. at 361.  The purpose of the Truth in Lending Act, as expressed in section 121, was to “require[] merchants who regularly extend credit, with attendant finance charges, to disclose certain contract information ‘to each person to whom consumer credit is extended and upon whom a finance charge is or may be imposed . . .’” 411 U.S. at 362 (emphasis supplied).

          Notwithstanding this language, however, the Board’s regulation implementing section 105 (called “Regulation Z") did not limit the disclosure requirements to credit transactions with attendant finance charges.  Rather, Regulation Z required disclosure whenever credit was offered to a consumer “for which either a finance charge is or may be imposed or which pursuant to an agreement, is or may be payable in more than four installments."  Id. at 362 (emphasis supplied).  Plaintiffs challenged the regulation on the ground that it exceeded the scope of the Board’s statutory authority, alleging, among other things, that Regulation Z conflicted with its enabling statute by requiring disclosure of credit transactions with no finance charge, when the stated purpose of the statute was to require the disclosure of finance charges.  Id. at 363.

The Court flatly rejected plaintiffs’ argument, finding the Board’s regulation reasonably related to the purpose of the statute.  The Board’s requirement of across-the-board disclosures irrespective of whether a finance charge was made was “intended as a prophylactic measure . . . [and] impose[d] a disclosure requirement on all members of a defined class in order to discourage evasion by a substantial portion of that class.”  Mourning, 411 U.S. at 377.  The Court reasoned:

[W]ere it possible or financially feasible to delve into the intricacies of every credit transaction, it is clear that many creditors to whom the rule applies would be found to have charged for deferring payment, while claiming they had not.  That some other remedial provision might be preferable is irrelevant. . . [W]here reasonable minds may differ as to which of several remedial measures should be chosen, courts should defer to the informed experience and judgment of the agency to whom Congress delegated appropriate authority.

Id. at 371 (citations omitted).

The Court also rejected plaintiffs' claim that the Board’s so-called “Four Installment Rule” was inconsistent with the statute because “the statute mentions disclosure only in regard to transactions in which a finance charge is in fact charged.” Mourning, 411 U.S. at 372.  The Court again explained that, because the regulation clearly implemented the objectives of the Act, the fact that Congress did not exhaustively list in the purpose statement all situations under which the regulation might apply did not affect the regulation's validity.  Id. at 373.

In this case, as in Mourning, the Secretary adopted regulations designed to effectuate the entire purpose of the enabling statute.
  Here, HHS reasonably concluded that it was appropriate to regulate the movement of non-electronic, as well as electronic, individually identifiable health information, in order to achieve the privacy protections envisioned in HIPAA, and to close a potential gap that may well have discouraged electronic transmissions by those who wished to circumvent the Privacy Rule's requirements.

          As its title suggests, the "Administrative Simplification" section of HIPAA was passed in recognition of the need to reduce the paperwork and administrative costs associated with health care:

 
Uniform standards for health information would reduce health care spending by enabling the public and private sectors to reduce paperwork, expose fraud and abuse, provide consumers with information they need to compare health plans and services and would be less burdensome for providers.

1996 U.S. Code Cong. and Admin. News, pp. 1897-98, H. Rep. No. 496, 104th Cong., 2d Sess. at 97.  The establishment of an electronic health information system, Congress estimated, "could produce net savings to health care spending of over $29 billion over a five year period to health plans and providers."  Id., p. 1898.

At the same time, however, Congress understood that, as the ease of access to health information increases, so too does the need to protect the confidentiality of that information.  As noted in the House Report, "Health information is considered relatively 'safe' today, not because it is secure, but because it is difficult to access."  1996 U.S. Code Cong. and Admin. News, p. 1900, H. Rep. No. 496, 104th Cong., 2d Sess. at 99;  see also 65 Fed. Reg. 82463, 82465-66, 82469 (Dec. 28, 2000).  Hence, Congress included the privacy protections of section 264.  See also 42 U.S.C. § 1320d-2(d) (requiring safeguards to protect confidentiality of health information).  In conjunction with section 264, the Conference Report stated that "[t]he Secretary would be required to establish standards and modifications to such standards regarding the privacy of individually identifiable health information that is in the health information network." 1996 U.S. Code Cong. and Admin. News, p. 2078 (attached as Exhibit J).

As noted above, Congress gave the term "health information" the broadest of definitions, to include information that is not only electronically kept, but also "oral or recorded in any form or medium."  42 U.S.C. § 1320d(4).  Congress, therefore, understood that, to promote the goal of a uniform, electronic network of health information (as expressed in Section 261's statement of purpose), protections for the privacy of all individually identifiable health information – regardless of how it is kept – were essential.

In adopting the Privacy Rule, the Secretary concluded that applying privacy protections according to the media used to store or transmit the information would undermine, rather than promote, the intent of the statute.  For example, paper records can be scanned and transmitted almost as easily as records originally kept in electronic form.  Yet, by limiting the rule to only electronically transmitted information,
 the information contained in the paper records would not be protected.  65 Fed. Reg. 82619 (Dec. 28, 2000).  Moreover, limiting the Privacy Rule to electronic information would create a disincentive to compliance, since covered entities could avoid the Privacy Rule altogether by using paper instead of computerized record systems – a result plainly contrary to HIPAA's stated purpose of promoting the efficient and effective administration of the health care system.  Id. at 82618.  By closing this loophole , and removing the disincentive to computerization, the Privacy Rule promotes the Act's objective of enabling health information to be exchanged electronically.  See Sec.1173(a), 42 U.S.C.

§1320d-1.

In addition, covering the transmission of all individually identifiable health information allows covered entities to comply more easily with the Privacy Rule.  Were the rule limited to electronic transmissions only, covered entities would have great difficulty determining whether individually identifiable health information submitted orally or in writing had been, at some prior time, electronically transmitted or stored, and therefore subject to the Privacy Rule. The cost, burden and complexity of having to apply different rules to different information, depending on its mode of transmission or storage, would be contrary to the statute's objective of administrative simplification.  65 Fed. Reg. 82618 (Dec. 28, 2000).  Finally, the public's concern over confidentiality is plainly not limited to electronic records alone.  Id.; see generally, 65 Fed. Reg. 82488; 82496; 82618-20 (Dec. 28, 2000).

Accordingly, because the Privacy Rule is consistent with Congressional intent, appropriate to effectuate the purpose of the statute, and more than reasonably related to its enabling statute, plaintiff's second cause of action should be dismissed.

          C.  Congress Was Fully Aware of the Secretary's Final Privacy Rule, And Declined to      Change It.                                                                                                                      
Based on the plain language and purpose of HIPAA, it is apparent that the Secretary acted well within his statutory authority in promulgating the Privacy Rule.  Further buttressing this conclusion is the fact that Congress was fully aware of the final Privacy Rule, and declined to change it.  When Congress is specifically aware of an agency's regulations and has neither disavowed or disapproved them, those regulations are entitled to great weight as being expressive of the legislative purpose.
 United Hospital Center v. Richardson, 757 F.2d 1445, 1451-52 (4th Cir. 1985) (citing United States v. Sheffield Bd. of Comm'rs, 435 U.S. 110, 131-32 , 98 S. Ct. 965, 979 (1978); CBS v. FCC, 453 U.S. 367, 385, 101 S. Ct. 2813, 2824 (1981); Red Lion Broadcasting Co. v. FCC, 395 U.S. 367, 381, 89 S. Ct. 1794, 1802 (1969); Zemel v. Rusk, 381 U.S. 1, 11-12, 85 S. Ct. 1271, 1278 (1965); Fredericks v. Kreps, 578 F.2d 555, 563 (5th Cir. 1978) (en banc); State of Florida v. Mathews, 526 F.2d 319, 324 (5th Cir. 1976).

In this case, Congress was intimately familiar with the provisions of the Privacy Rule, both as it evolved and in its final form.  For example, on April 26, 2000, representatives of the General Accounting Office ("GAO"), an arm of Congress, testified before the Senate Committee on Health, Education, Labor and Pensions on the subject of HIPAA and the Secretary's rulemaking.   Presented with the issue of the proposed rule's extension to paper records, the GAO stated that "[w]e find nothing in HIPAA that restricts HHS' rulemaking authority related to identifiable health records to electronic data only. . . .  The privacy protections afforded individuals by HIPAA would in effect be negated if health information lost its protection merely by being printed or read aloud."  GAO Report No. T-HEHS-00-106, Apr. 26, 2000, p. 7 (attached as Exhibit H).

After the Privacy Rule became final, GAO again testified before the Senate Committee on Health, Education, Labor and Pensions.  See GAO Report No. GAO-01-387T, Feb. 8, 2001 (attached as Exhibit I).  GAO confirmed its earlier conclusion that "the Department was correct in its conclusion that HIPAA did not restrict the potential scope of the regulation [to information that had been stored or transmitted electronically]."  Id., p. 4, n.8.  On at least two occasions, therefore, Congress was briefed on the provisions of the Privacy Rule, and specifically made aware that the rule extended to both electronic and non-electronic health information.
  Congress' decision not to alter the Secretary's interpretation provides further evidence that the Agency correctly discerned its legislative mandate.

IV.   Plaintiffs' Procedural Arguments Should Be Dismissed 

 Plaintiffs' Fifth Claim for Relief takes issue with the Secretary's cost analysis conducted pursuant to the Regulatory Flexibility Act ("RFA"), and the Secretary's compliance with the Paperwork Reduction Act ("PRA").  Complaint, ¶¶ 51-52.  Because the Secretary reasonably complied with the requirements of the RFA, and because the PRA does not provide for the remedy plaintiffs seek, plaintiffs' final claim for relief should be dismissed.

        A.  The Secretary Reasonably Complied With The Regulatory Flexibility Act
The RFA requires that agencies promulgating a rule predicted to have a "significant impact" on "small entities," "prepare and make available for public comment an initial regulatory flexibility analysis" describing the rule's impact on small entities.  5 U.S.C. §§ 605, 603.  Following the comment period, the agency is required to publish a "final regulatory flexibility analysis" with the final rule. 5 U.S.C. § 604(a).   The final regulatory flexibility analysis must include "a description of the steps the agency has taken to minimize the significant economic impact on small entities . . . including a statement of the factual, policy, and legal reasons for selecting the alternative adopted in the final rule  . . . ."  5 U.S.C. § 604(a)(5).  See Cement Kiln Recycling Coalition v. EPA, 255 F.3d 855, 868 (D.C. Cir. 2001).

 Although the RFA provides for judicial review of the final regulatory flexibility analysis, 5 U.S.C. § 611(a)(1), the statute's requirements are procedural, and therefore are reviewed only "to determine whether an agency has made a 'reasonable, good-faith effort' to carry out [its] mandate . . . ."  Alenco Communications, Inc., et al., v. FCC, 201 F.3d 608, 625 (5th Cir. 2000), quoting Associated Fisheries, Inc. v. Daley, 127 F.3d 104, 114 (1st Cir. 1997).  To be reasonable, the agency should respond to significant points raised during the public comments period, and should consider significant alternatives to the course it ultimately chooses.  Allied Local and Regional Manufacturers Caucus v. EPA, 215 F.3d 61, 80 (D.C. Cir. 2000).

Plaintiffs in this case recognize that the Secretary complied with his statutory obligation to publish a final regulatory flexibility analysis with the final Privacy Rule.  Complaint, ¶ 51; 65 Fed. Reg. 82779-93 (Dec. 28, 2000).  Indeed, plaintiffs make no argument that the Secretary failed any one of the procedural requirements of the RFA.  Plaintiffs simply disagree with the substance of the analysis, and, at bottom, with the Privacy Rule itself.  Complaint, ¶ 51 ("the Privacy Regulations . . . impose unjustified costs on small medical practices to the detriment of patients.").  Nevertheless, even a cursory review of the Secretary's analysis easily demonstrates reasonable compliance with the requirements of the RFA.

The Final Regulatory Flexibility Analysis to the Privacy Rule addresses all the substantive issues required by the RFA and more, including (1) the purpose of the Privacy Rule (65 Fed. Reg. 82779); (2) the public comments received and the Secretary's response (65  Fed. Reg. 82779, 82756-58); (3) a description and estimate of the number of small entities affected by the rule (65 Fed. Reg. 82779-82); and (4) a description of the steps that HHS took to minimize the economic impact on small entities (65 Fed. Reg. 82782-93).
  The Secretary not only addressed and responded to public comments, but took steps to address commentators' concerns.  For example, HHS retained an outside consultant to assess concerns raised in the public comments about the cost of systems compliance for small businesses.  65 Fed. Reg. 82757.  While the Secretary estimated  that the average per-establishment, first-year compliance cost to a small business would be $4,188, see Complaint, ¶ 51, he also explained that "actual costs of particular providers might vary considerably based on their current practices and technology."  65 Fed. Reg. 82756.  In sum, the Secretary's detailed and reasoned regulatory flexibility analysis, published with the final Privacy Rule, amply satisfy the requirements of the RFA.  Plaintiffs' procedural claim should therefore be dismissed.

        B.  The Paperwork Reduction Act Bars Plaintiffs' Claim, Which 

                          Also Fails for Lack of Standing and Ripeness                           
The Paperwork Reduction Act ("PRA"), 44 U.S.C. § 3501, et. seq., was enacted "to reduce and minimize the burden Government paperwork imposes on the public."  United States v. Weiss, 914 F.2d 1514, 1520 (2d Cir. 1990), quoting S. Rep. No. 930, 96th Cong., 2d Sess. (1980), reprinted in 1980 U.S. Code Cong. & Admin. News, 6241-42; 44 U.S.C. § 3501(1).  The PRA requires that agencies estimate the burden of a rule's information collection requirements, solicit public comments with respect to those estimates, and then submit "information collection requests" to the Office of Management and Budget for approval and assignment of a control number.  44 U.S.C. §§ 3504, 3507; 5 C.F.R. Part 1320.

The PRA does not provide for a general right of judicial review.  See Sutton v. Providence St. Joseph Medical Center, 192 F.3d 826, 844 (9th Cir. 1999) ("The Act does not authorize a private right of action").  Rather, the PRA provides that, in the absence of the required control number, no person shall be subject to penalty for failure to comply with the collection of information.  "The protection provided by this section may be raised in the form of a complete defense" against agency enforcement.  44 U.S.C. § 3512; 5 C.F.R. § 1320.6.  Thus, an agency's failure to comply with the requirements of the PRA "does not prevent the promulgation of a rule, only its enforcement."  Dithiocarbamate Task Force v. EPA, 98 F.3d 1394, 1405 (D.C. Cir. 1996).

Plaintiffs in this case claim that the Privacy Rule "fail[s] to comply with the PRA in a meaningful manner. "  Complaint, ¶ 52.  But see 65 Fed. Reg. 82794-82797 (setting forth for comment Secretary's estimations with respect to the time, effort, and financial resources necessary to meet new paperwork requirements of the Privacy Rule).   As a remedy, plaintiffs seek "a declaratory judgment invalidating the Privacy Regulations . . . ."  Complaint, ¶ 54.

The PRA, however, does not permit such a remedy.  Instead, the statute provides expressly that the remedy for failure to comply with PRA requirements is the right to raise the non-compliance as a defense against agency enforcement.  44 U.S.C. § 3512.  Dithiocarbamate Task Force v. EPA, 98 F.3d at 1405.  With respect to this defensive remedy, plaintiffs plainly lack standing.   HHS has not taken any enforcement action against plaintiffs, nor could it prior to the initial compliance date in April 2003.
   Plaintiffs, therefore, currently lack injury as a result of any alleged deficiency under the PRA, and any claim brought prior to an enforcement action is both unripe and barred by the terms of the statute.  Accordingly, plaintiffs' claim under the PRA fails as a matter of law, and plaintiffs' fifth and final claim for relief should therefore be dismissed.

CONCLUSION 

For all of the foregoing reasons, plaintiffs' complaint should be dismissed in its entirety.
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� As explained below, see infra, n.10, Congressman Paul lacks standing, and should be dismissed.


�  Subtitle F of Title II of HIPAA consists of sections 261 through 264.  Section 262 amends Subchapter XI of the Social Security Act, 42 U.S.C. § 1301 et seq., to add a Part C, entitled "Administrative Simplification," with sections 1171-1179.  Those sections are codified at 42 U.S.C. § 1320d through § 1320d-8.  Section 261 is found in the United States Code as a note to 42 U.S.C. § 1320d.  Section 264 is found as a note to 42 U.S.C. § 1320d-2.  Section 263 amends the Public Health Service Act, at 42 U.S.C. § 242k(k).  For simplicity, defendants will reference HIPAA by at least its Public Law citation, and the Social Security Act by its United States Code citation.


� See also H. Rep. No. 496, 104th Cong., 2d Sess. at 70 ("The demand by third party payers and others involved in reviewing medical claims for documentation regarding claims has increased the paperwork burden on those payers, health care providers, employers, and enrollees in health plans.  As health care claims information moves to a 'paperless' system it is critical for efficiency and cost saving that uniform standards for that information be adopted.  The lack of uniform data standards for financial and administrative information is a barrier of modernizing health care information systems as well as obtaining the savings that modernization can provide.")





� Section 1173(a) of the Social Security Act provides as follows:


  "Sec. 1173(a) STANDARDS TO ENABLE ELECTRONIC EXCHANGE


(1) IN GENERAL – The Secretary shall adopt standards for transactions, and data elements for such transactions, to enable health information to be exchanged electronically, that are appropriate for –


(A) the financial and administrative transactions described in paragraph (2); and


(B) other financial and administrative transactions determined appropriate by the Secretary, consistent with the goals of improving the operation of the health care system and reducing administrative costs.


(2) TRANSACTIONS – The transactions referred to in paragraph (1)(A) are transactions with respect to the following:


(A) Health claims or equivalent encounter information.


(B) Health claims attachments.


(C) Enrollment and disenrollment in a health plan.


(D) Eligibility for a health plan.


(E) Health care payment and remittance advice.


(F) Health plan premium payments.


(G) First report of injury.


(H) Health claim status.


( I ) Referral certification and authorization.


(3) ACCOMMODATION OF SPECIFIC PROVIDERS – The standards adopted by the Secretary under paragraph (1) shall accommodate the needs of different types of health care providers."





42 U.S.C. § 1320d-2. 


�  Citations to the Federal Register are collected and attached at Exhibit C, except for the Federal Register citations to the Agency's final rule (65 Fed. Reg. 82462-82829), which is reproduced as an Appendix to this memorandum.


�  Congress required the compliance dates to be "not later than" two years for most covered entities, and three years for small health plans.  See 42 U.S.C. § 1320d-4(b).


�The Guidance covers such topics as the role of business associates of covered entities under the Privacy Rule; the conditions under which parents can access the protected health information of their minor children; and conditions governing the disclosure of protected health information for purposes of research.  The guidance also answers many frequently asked questions,  such as  providing assurances that the Privacy Rule's coverage of oral communications is not intended to prevent such appropriate behavior as talking loudly in an emergency room when necessary to provide treatment.


�HHS has stated that it expects that such an Enforcement Rule would replace the enforcement sections (45 C.F.R. § 160, Subpart C) of the current Privacy Rule.  65 Fed. Reg. 82487 (Dec. 28, 2000).


� "Covered entity" means "a health plan, a health care clearinghouse, [and] a health care provider who transmits health information in electronic form in connection with any transaction covered by this subchapter."  45 C.F.R. § 160.103; see also 42 U.S.C. § 1320d-1(a).


� Preliminarily, Congressman Ron Paul should be dismissed because he alleges no injury to himself, and therefore lacks standing to bring any of the claims set forth in the Complaint.  The only allegation with respect to Congressman Paul is that, in addition to being a member of Congress, he is "also a physician."  Complaint, ¶ 12.  Congressman Paul's medical degree, however, or even his past practice, does not establish injury.  He does not allege that he is currently practicing medicine, or that he currently qualifies as a "covered entity" subject to the Privacy Rule's provisions.  "[L]egislators, like all other plaintiffs, must be precise in defining the particular interest which they seek to vindicate in the federal court system."  Harrington v. Bush, 553 F.2d 190, 197 n.32 (D.C. Cir. 1977); Reuss v. Balles, 584 F.2d 461, 466 (D.C. Cir. 1978) ("a legislator receives no special consideration in the standing inquiry"); see also Raines v. Byrd, 521 U.S. 811, 117 S. Ct. 2312, 2314 (1997).  Having stated no actual or imminent injury, Congressman Paul should be dismissed for lack of standing. 


� The Fourth Amendment protects people against "unreasonable searches and seizures," and requires that "no Warrants shall issue, but upon probable cause."   U.S. Const Amend. IV. 


� To prevail on a facial challenge, other than under the First Amendment, a plaintiff must demonstrate that the offending statute or regulation is not capable of a valid application.  United States v. Salerno, 481 U.S. 739, 745, 107 S. Ct. 2095, 2100 (1987)  ("A facial challenge to a legislative Act is, of course, the most difficult challenge to mount successfully, since the challenger must establish that no set of circumstances exists under which the Act would be valid."); INS v. Nat'l Ctr. for Immigrants' Rights, 502 U.S. 183, 188, 112 S. Ct. 551, 555 (1991) (same principle governs facial challenges to regulations).  Such a showing would be impossible in this case, since warrantless, administrative searches of commercial property have long been held to be constitutional under appropriate circumstances.  See, e.g., Burger v. New York, 482 U.S. 691, 107 S. Ct. 2636, 2638 (1987); Donovan v. Dewey, 452 U.S. 594, 101 S. Ct. 2534 (1981); United States v. Biswell, 406 U.S. 311, 92 S. Ct. 1593 (1972); Colonnade Catering Corp. v. United States, 397 U.S. 72, 90, S. Ct. 774,  (1970); United States v. Fort, 248 F.3d 475 (5th Cir. 2001); United States v. Argent Chemical Labs, Inc., 93 F.3d 572 (9th Cir. 1996).


� Plaintiff patients attempt to establish Article III injury by alleging that they are currently reluctant to provide information to their physicians due to the government access to health  information that the Privacy Rule allegedly provides.  Complaint, ¶ 28.   Patients' allegation of a subjective "chilling" of speech, however, is insufficient to establish standing.  See Laird v. Tatum, 408 U.S. 1, 13-14, 92 S. Ct. 2318, 2325-26 (1972), and discussion infra at pp. 25-29. 


� Plaintiffs' complaint is imprecise as to which plaintiffs – patients or physicians – are asserting the various causes of action.  Because the Fourth and First Amendment claims flow from alleged improper access to patient records, references to "plaintiffs" in these sections refer to the plaintiff patients.  Although physician plaintiffs attempt to bootstrap themselves onto the patients' claims by alleging that the Act forces them to "aid and abet governmental searches of patient medical records," Complaint, ¶ 2,  the physicians' claim is derivative of, and therefore no stronger than, the patients' own claim.  Whalen v. Roe, 429 U.S. 589, 604, 97 S. Ct. 869, 879 (1977).  The jurisdictional defects pervading plaintiff patients' claims, therefore, dispose of any physician claim as well.


�While plaintiff physicians, assuming they are covered entities, must take steps to comply with the Privacy Rule, their Fourth Amendment claim is predicated on the government's allegedly improper access to their patients' medical information.  Complaint, ¶¶ 2, 7, 23, 32.  Thus, as noted earlier, their alleged harm is derivative of, and therefore no greater than, that of the patients.  Whalen v. Roe, 429 U.S. at 604, n. 14.


� A complaint protesting the disclosure of protected health information would thus be more appropriately directed at the particular law requiring the disclosure, not the Secretary's regulation permitting compliance with the already existing law.


� Plaintiffs also claim that the regulations "promote construction of a centralized database of personal medical records through assignment of unique individual health identifiers . . . ."  Complaint, ¶ 32.  Nowhere, however, do the regulations provide for "assignment of unique individual health identifiers."  Indeed, restrictions on its appropriations currently prohibit HHS from promulgating the individual health identifier required by 42 U.S.C. § 1320d-2(b).  65 Fed. Reg. 82566 (Dec. 28, 2000).


� AAPS claims to represent patients, as well as physicians, because "AAPS members are themselves patients in addition to being physicians. . . ."  Complaint, ¶ 11.  The ability of AAPS  to represent patients, however, is highly suspect.  The mere fact that the physician members of AAPS are also patients (as most people are) does not bestow associational standing upon a self-described "professional," "physician organization[]."  Id. See Hunt v. Washington State Apple Advertising Commission, 432 U.S. 333, 343, 97 S. Ct. 2434, 2441 (1977) (interest that an organization seeks to protect must be germane to organizational purpose).   Undoubtedly, many AAPS physicians share other characteristics with each other – perhaps, for example, some are over the age of 65 or have brown hair.  That fact by itself, however, would not give AAPS standing to bring suit on behalf of senior citizens or brunettes.  Since AAPS patients are the only putative plaintiffs to allege a potential chill, Complaint, ¶ 28, the Court can dismiss plaintiffs' First Amendment claim on this ground alone.   


� Plaintiffs make some attempt to root their First Amendment claim in the "patient-physician privilege" and the "Oath of Hippocrates."  Complaint, ¶ 3, 35.  However, other than for psychotherapy, see Jaffee v. Redmond, 518 U.S. 1, 116 S. Ct. 1923 (1996), there is no common law or federal physician-patient privilege, and the state laws that exist creating an evidentiary privilege are riddled with exceptions.  Whalen v. Roe, 429 U.S. at 602 n.28; United States v. Burzynski Cancer Research Inst., 819 F.2d 1301, 1311 (5th Cir. 1987); United States v. Lindstrom, 698 F.2d 1154, 1167 n.9 (11th Cir. 1983). 


� Indeed, one federal court recently found that one of the regulations cited by plaintiffs here as an abuse of privacy was, in that court's view, evidence of "the strong federal policy in favor of protecting the privacy of medical records." United States v. Sutherland, 143 F. Supp. 2d 609, 613 (W.D. Va. 2001) (addressing HIPAA's privacy standards and 45 C.F.R. § 164.512).


� For example, covered entities are required to develop policies to ensure that only the "minimum necessary" information is used or disclosed, and to require verification of identity and authority for certain disclosures.  See, e.g., 45 C.F.R §§ 164.502(b), 164.514(d), (h).  


� Plaintiffs also argue that the Privacy Rule "purport[s] to preempt state law."  Complaint, ¶¶ 38, 39-41.  Of course, it is axiomatic that federal legislation preempts contrary state law.  In HIPAA, however, Congress expressly chose to limit its preemption of state law.  Thus, where a contrary state law is more protective of privacy, the state law is not preempted.  See 42 U.S.C. § 1320d-7(a)(2)(B); Pub. L. 104-191, Section 264(c)(2).


� Plaintiffs also complain that the Privacy Rule was not "promulgated in final form within the time period expressly required by the statutory delegation," and that it "increase[s] administrative costs" contrary to the stated statutory purpose.  Complaint, ¶ 49.  These claims are  unpersuasive.  First, the Secretary's delay in promulgating the final Privacy Rule did not deprive him of the power to act.  Regions Hospital v. Shalala, 522 U.S. 448, 459 n.3, 118 S. ct. 909, 916 (1998) (failure to meet deadline, "a not uncommon occurrence when heavy loads are thrust on administrators, does not mean that official lacked power to act beyond it");  U.S. v. James Daniel Good Real Property, 510 U.S. 43, 63, 114 S. Ct. 492, 506 (1993); Brock v. Pierce County, 476 U.S. 253, 260, 106 S. Ct. 1834, 1839 (1986); Meliezer v. Resolution Trust Co., 952 F.2d 879, 883 (5th Cir. 1992).   Second, 42 U.S.C. § 1320d-2, the provision cited by plaintiffs regarding administrative costs, relates to the adoption of standards for transactions, not privacy.  See 42 U.S.C. § 1320d-2(1).  In any event, the Secretary's cost analysis predicts that implementation of HIPAA's Administrative Simplification provisions, including the Privacy Rule, will result in a net cost savings of approximately $11.9 billion over ten years.  65 Fed. Reg. 82760, 82474, 82756, 82765-79 (Dec. 28, 2000).


� Words not defined in a statute are given their ordinary meaning.  See, e.g., United States v. Lyckman, 235 F.3d 234, 237 (5th Cir. 2000).


� The Secretary's interpretation does, in fact, "enable" health information to be exchanged electronically, see section 1173(a), by closing loopholes that would otherwise give covered entities an incentive to avoid electronic transmissions as a means of circumventing the Act.  See infra, pp. 41-43; Complaint, ¶ 19


� "Individually identifiable health information" is a subset of "health information": it is simply the definition of "health information" further limited by being of such a nature that it identifies the person associated with it.  Compare 42 U.S.C. § 1320d(4) and (6).


� As noted earlier, Section 264 of the Act is codified as a note to 42 U.S.C. §1320d-2, and not as part of Part C, Title XI of the Social Security Act.  Nevertheless, it is clear that Section 264 is meant to be read together with Part C, Title XI of the Social Security Act.  For example, Section 264 and Part C cross-reference each other, and the terminology of Section 264 is also the terminology of the Part C  ("standard", "individually identifiable health information", "implementation specification").  The legislative history confirms this common-sense reading, reflecting that the privacy standards of Section 264 originally appeared in the House Bill as section 1173(e), along side the other sections of Part C.  See H. Rep. No. 496, 104th Cong., 2d Sess., p. 34 (Exhibit B). 


� It is of no significance that in this case Congress did not use the same words to delegate rulemaking authority that it employed in Mourning.  "Delegation of such authority may be shown in a variety of ways, as by an agency's power to engage in  . . . notice-and-comment rulemaking, or by some other indication of a comparable congressional intent."  United States v. Mead Corp., 533 U.S. 218, 121 S. Ct. 2164, 2171 (2001).  As demonstrated above, Congress established in section 264(c)  a regulatory floor from which to regulate the privacy of individually identifiable health information.  "[A]gencies charged with applying a statute necessarily make all sorts of interpretive choices . . . , * * * and '[w]e have long recognized that considerable weight should be accorded to an executive department's construction of a statutory scheme it is entrusted to administer . . . '"  Id., quoting Chevron U.S.A. Inc. v. Natural Resources Defense Council, Inc., 467 U.S. 837, 844, 104 S. Ct. 2778 (1984) (citations omitted).


� See also 42 U.S.C. § 1320d-2(d) (similarly employing broad definition of "health information" for purposes of security standards.)


� The Secretary's proposed rule suggested limiting coverage to information electronically transmitted or stored, and the paper progeny of that information. 64 Fed. Reg. 59928-29 (Nov. 3, 1999).  After reviewing the many thousands of comments received after the initial notice and comment period, the Secretary broadened the privacy provisions in the final Privacy Rule to apply to all individually identifiable health information, regardless of form, held or transmitted by a covered entity.  See, e.g., 65 Fed. Reg. 82618 (Dec. 28, 2000). 


� Congressional silence alone is not ordinarily conclusive.  See Boys Markets, Inc. v. Retail Clerk's Union, 398 U.S. 235, 241-42, 90 S. Ct. 1583, 187-88 (1970).  Where, however, as here, Congress was specifically made aware of an agency interpretation and declined to change it, Congress's inaction is "persuasive evidence" of Congressional approval.  CBS v. FCC, 453 U.S. 367, 385 (1981) (Congress made aware of agency interpretation through hearings.)


� On February 13, 2001, HHS also submitted the Final Rule to Congress pursuant to SBREFA.  See 5 U.S.C. § 801(a)(1)(A).  Congress then had sixty days in which to prevent the rule from taking effect by passing a joint resolution of disapproval.  5 U.S.C. §§ 801(b)(1), 802.  Although, under SBREFA, Congress's failure to pass such a resolution raises no inference regarding Congressional intent, 5 U.S.C. § 801(g), it remains the case that Congress was fully aware of the scope of the Privacy Rule and chose neither to reject or amend it.


�HHS also prepared and submitted to Congress a detailed Final Regulatory Impact Analysis pursuant to SBREFA, 5 U.S.C. § 804(2).  65 Fed. Reg. 82758-79 (Dec. 28, 2000).  This analysis also addresses the impact of the Privacy Rule to small businesses, and the two studies, as well as the responses to public comments, are cross-referenced throughout. 


� Even if an enforcement action were brought in the future against one or more of the plaintiffs to this case, any alleged deficiencies in the PRA process may by that time be cured, thereby mooting a PRA-based defense.





