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HIPAA Blues:  Diagnosis, Prognosis & Treatment Modalities
© 2003, Lisa A. Vance, The Law Offices of Lisa A. Vance, P.C.

There are only 103 daysi until the Privacy Ruleii compliance deadline!

“But the average physician just has no more bandwidth for
annoyance.  They are devoting it all to things like coding rules, malpractice rates,
and – oh yeah – patient care.  HIPAA1 seems like just one more thing – another
Stark, another fraud and abuse crackdown – that is at once baffling and critical.
So much for “administrative simplification,” the broad moniker for this portion of
HIPAA now before us.  I can understand why physicians are just throwing their
hands in the air.  It seems even more fitting than a more overt, active rebellion.
No one has energy left for that.”2  Pamela Moore, PhD, Senior Editor, Practice
Management, PHYSICIANS PRACTICE, Fall 2002

The holidays are over, the annual New Year’s Resolutions are already
in peril and, alas, HIPAA3’s Final Privacy Rule is still festering.  Fear-trading privacy
peddlers continue to proclaim the coming of Gollumesque 4 HIPAAinvestigators.
Outrageously overpriced vendors still grinningly hawk their products to health care
providers they perceive as terrified nincompoops.  Yet above the throngs of sellers
ferociously pummeling covered entities5 with dizzying stacks of mind-numbing
data, many health care providers have risen with arms folded across their
collective chests, stuck out their tongues at these ne’er do wells, and showered
them - with a magnificently loud harmonious raspberry.

Just How Non-Compliant is Health Care Anyway?

“Several witnesses estimated that well below half of all small providers
had made any effort to comply with the Privacy Rule, and some have no intent to
do so.  One witness reported that some rural providers have given up on
compliance and adopted the position that “I can’t do this; let them catch me.”
Even more troubling are the potential adverse effects on the health care system.
Some witnesses said that some Medicaid and other safety net providers may drop
out of the system of providing care to indigent patients because they cannot
afford to absorb the costs of complying with the Privacy Rule, and there is no way
to pass along the costs.” 

Letter from John Lumpkin, Chairman of the National Committee on
Vital Health Statistics, to the Hon. Tommy Thompson, Secretary of the
Department of Health and Human Services (25 November 02)6

Although there is no completely reliable scientific data available to
evaluate the implementation efforts of all covered entities, there is some
information indicative of industry efforts.  “HIPAAdvisory,”7 one of Phoenix Health
Systems’8 HIPAA news sites, publishes a quarterly survey that tracks HIPAA
readiness amongst covered entities and vendors.  According to its Fall 20029

report, “the healthcare industry is moving slowly towards achieving compliance. …
Major roadblocks to HIPAA compliance include ‘interpretation of the regulations’
and ‘not enough time.’  Cost concerns, issues of state preemption and a lack of
industry ‘best practices’ are increasingly being cited.”10  

                                                
1 “HIPAA” is the acronym for the Health Insurance Portability and Accountability
Act.
2 Pamela Moore, PhD, The Bigger Picture:  Where’s the Urgency?, PHYSICIANS
PRACTICE, Fall 2002 at 8.
3 The Texas Medical Records Privacy Act (“TMRPA”) requires compliance by 1
September 2003.  As it is currently enacted, several of the state law provisions are
“more stringent” than HIPAA.  As such, the TMRPA controls over these sections of
HIPAA & imposes even more rigorous obligations upon Texas providers.
4 Gollum is one of the odder creatures eager to procure the powers of the Ring in
the Tolkein trilogy.
5“ Covered entities” is the term used in HIPAA to define the businesses subject to
the law.  As discussed, infra, the definitions in the federal and state laws are
drastically different.
6 The National Committee on Vital Health Statistics (“NCVHS”) is responsible for
monitoring the implementation of HIPAA by Covered entities.  Chairman Lumpkin’s
November correspondence is available on the NCVHS site at
ncvhs.hhs.gov/021125lt.htm. (visited 28 December 2002)
7 The site is located at www.hipaadvisory.com.
8 Phoenix Health Systems provides consulting and outsourcing services,
exclusively in health care information systems.  Its home page is located at
www.phoenixhealth.com.
9 The Fall 2002 survey is available at
www.hipaadvisory.com/action/surveynew/fall2002.htm. (visited 28 December
2002)
10 See the Executive Overview of the U.S. Healthcare Industry Quarterly HIPAA
Survey Results:  Fall 2002, available at

In its “HIPAA in the Homestretch:  An Industry Progress Report,”
Gartner Research11 says12 “… most of the healthcare industry (but not all) is
through the initial mobilization and awareness stages of pursuing HIPAA
compliance.  However, …” (these)13 “… are the easy steps of a comprehensive
HIPAA-compliance initiative.  With HIPAA’s first two deadlines looming within a
year, any …” health care organization … that has yet to move beyond getting
organized and raising general awareness of HIPAA’s impact on its executives,
employees and physicians, is putting itself at business risk.”

The National Committee on Vital Health Statistics (“NCVHS”)14 has
gathered perhaps the most trustworthy statistics regarding HIPAA compliance.
This group is, by law, responsible to the Department of Health and Human
Services for monitoring the implementation of the Administrative Simplification
provisions of HIPAA, including the Standards for Privacy of Individually Identifiable
Health Information (the Privacy Rule).  Last fall, NCVHS’ Subcommittee on Privacy
and Confidentiality held public hearings in Boston, Baltimore and Salt Lake City.
Their findings were summarized in correspondence to the Hon. Tommy
Thompson, Secretary of the U.S. Department of Health and Human Services
(“HHS”).15

Describing the level of confusion and frustration voiced by many of the
witnesses, Chairman Lumpkin wrote “[w]hile some professional societies and
other groups have made laudable efforts to educate their members, many
physicians, dentists, and other health care providers, especially those in small
towns and rural areas, have never heard of HIPAA, do not think it applies to them,
or confuse their obligations under the Privacy Rule with their duties regarding
standards and security and claims attachments.”16

None familiar with this body of law would promote it as thoroughly
logically written or free of administrative quagmires.17  Despite its noteworthy
pitfalls, HIPAA remains.  And adopting the “I don’t want to and therefore I won’t”
approach to HIPAAtizing one’s practice is frankly, sheer folly.

Why Can’t Health Care Providers Just Ignore HIPAA?

“There is an extremely high level of confusion, misunderstanding,
frustration, anxiety, fear and anger as the April 14, 2003 compliance date nears.”

Letter from John Lumpkin, Chairman of the National Committee on
Vital Health Statistics, to the Hon. Tommy Thompson, Secretary of the
Department of Health and Human Services (25 November 02) 

                                                                                      
www.hipaadvisory.com/action/surveynew/fall2002.htm. (visited 28 December
2002)
11 Gartner, Inc. is a research and advisory firm that helps more than 10,500
clients understand technology and drive business growth.  Its home page is
located at www.gartner.com.
12 Gartner Research has outlined a scale of HIPAA compliance steps that it
describes as “Compare Levels.”  The Gartner Research report, “HIPAA in the
Homestretch:  An Industry Progress Report,” is available at www.gartner.com  by
entering “HIPAA” into the search box.  This report is available for free.  
13 The Gartner Report describes HIPAA goals as  COMPARE Levels.  Gartner’s
COMPARE Levels are:  1) Education/Awareness, 2) Risk Assessment/Gap Analysis,
3)  Cost/Benefit Strategy Complete; Tools Selected, 4) Policies/Procedures
Complete; Tools/Applications Installed and 5) Testing/Audits Complete; Third-
Party Compliance Verified
14 The NCVHS serves as the statutory [42 U.S.C. 242k(k)] public advisory body to
the Secretary of Health and Human Services in the area of health data and
statistics. In that capacity, the Committee provides advice and assistance to the
Department and serves as a forum for interaction with interested private sector
groups on a variety of key health data issues.
15 The first hearings in Boston were described in Chairman Lumpkin’s 27
September 02 letter to Secretary Thompson.  The letter is available at
ncvhs.hhs.gov/020927lt.htm.  The second round of hearings in Baltimore and Salt
Lake City are the subject of Chairman Lumpkin’s 25 November 02 letter to
Secretary Thompson.  That correspondence is also available on the NCVHS site at
ncvhs.hhs.gov/021125lt.htm.
16 See Chairman Lumpkin’s 27 September 02 letter to Secretary Thompson.  The
letter is available at ncvhs.hhs.gov/020927lt.htm.  
17 Surprisingly, though, HIPAA’s genesis is health care data, submitted by
supposedly prominent health care practitioners.
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While health care providers have every right to fret over the Herculean
tasks predicted as part of the inevitable phase-in of HIPAA-as-protocol, some
would interpret the current planning (or rather lack thereof) by covered entities as
a downright refusal to follow the law.  Annoyed providers would decry the future
prognosticated by the insidious money-grubbers thriving in HIPAAland as so
outrageous that it cannot be true.  And still other independent providers wait,
exercising a mere scintilla of implementation efforts, hoping there is safety in the
numbers of this largely unprepared community.

After all, they whisper, are there actually denizens of greedy trial
lawyers skulking in the shadows of medical offices, hoping to sniff out hushed
confessions of HIPAA repudiation?  Has Health & Human Services truly organized
a fleet of HIPAAbrutes ready to erupt from the lofty towers of the Office for Civil
Rights18 on the 15th of April,19 complete with complaints20 against every covered
entity who has yet to HIPAAproof its practice?

Probably not.  While the government is not likely to completely turn its
back on this already heavily regulated industry, most HIPAArarians would predict
a few years of relative calm before the inevitable onslaught of voyeuristic
government inquiries (i.e. based on data independent of filed complaints).21  More
importantly for the present, however, the entities with which health care
cooperates, i.e. managed care companies and Medicare/Medicaid reimbursers, will
insist upon HIPAA compliance. And of course, there are bound to be those vexing
lawsuits filed against complacent non-complaints.

Pervasive slime …trial lawyers are gearing up for HIPAA suits

“Plaintiff lawyers will now have an important new tool in their toolbox.
… we expect that there will be claims based on this standard in state courts under
state tort theories.”

Rebecca Porter, Associate Editor, speaking with Joanne Hustead,
senior counsel of the Health Privacy Project, Health care and the law, TRIAL, the
monthly publication of the American Trial Lawyers Association, October 2002, Vol.
38, No. 10

HIPAA affords no private cause of action; the federal government
enforces a disclosure of Protected Health Information (“PHI”) as a violation of the
patient’s civil rights.  What HIPAA does do, however, is re-enforce that privacy
protection is a standard of care.22  Even a neophyte health care litigator could
predict that the ominous HIPAA deadlines will likely spark the gleeful filing of tort
cases.  But more sophisticated (i.e. more costly) legal theories have been making
their way to the top of the treasure chest.

A “whistleblower” workforce member terminated from employment
(i.e. despite statutory assurances of non-retaliation for filing a HIPAA complaint)
will no doubt seek remuneration under labor and employment theories.  Some of
the more ardent bottom feeders suggest that the HIPAA mandated documents
(i.e. Notices of Privacy Practices and Authorizations, etc.) are actually contracts
(or, worse, express or implied warranties) between a covered entity and the
patient so that a PHI disclosure could qualify as a breach of contract or warranty.
And, of course, there’s still Big Brother to contend with.

What to Expect from the HHS’ Office for Civil Rights23 

At the Fifth Annual HIPAA Summit in Baltimore, Ruben J. King-Shaw,
Jr., Deputy Administrator and Chief Operating Officer for the Centers for Medicare

                                                
18 The Department of Health and Human Services (HHS) has issued the
regulation, "Standards for Privacy of Individually Identifiable Health Information,"
applicable to entities covered by HIPAA. The Office for Civil Rights (OCR) is the
Departmental component responsible for implementing and enforcing the privacy
regulation.
19Most covered entities are required by law to be compliant with the Final Privacy
Rule by 14 April 2003. 
20 The Centers for Medicare and Medicaid Services recently published its HIPAA
Electronic Health Care Transactions and Code Sets Complaint Submission Form on
its website.  The document is available at
https://www.cms.hhs.gov/hipaa/hipaa2/support/correspondence/complaint/defaul
t.asp? (visited 02 January 2003).
21 The Office for Civil Rights has stated that its investigations will be complaint-
driven and that it will work for voluntary compliance by providers.
22 A breach of the standard of care is the threshold element of a medical
negligence case.
23 The Department of Health and Human Services (HHS) is the agency that
actually issued the  "Standards for Privacy of Individually Identifiable Health
Information," (“The Privacy Rule.”)  The Office for Civil Rights is the Departmental
component of HHS responsible for implementing and enforcing the privacy
regulation.

& Medicaid Services, addressed attendees in a speech he entitled “Administering
HIPAA:  A Federal Perspective.”  He voiced two points adopted by Office for Civil
Rights representatives:  (1) HIPAA enforcement will be complaint-driven and (2)
the Office for Civil Rights expects compliance to be voluntary.  The repeatedly
echoed “we aren’t out to get you” sentiment earned the Office for Civil Rights the
nickname “Kinder Gentler Regulator,” at least for that conference.

When asked what evidence his agency would consider in determining
whether a covered entity has made a “reasonable effort”24 to comply with
HIPAA,25 Mr. King-Shaw gave a clear pronouncement:

1. an internal workgroup for compliance efforts
2. entity’s communications with leadership/talent to become HIPAA

compliant
3. a documented timeline for compliance
4. budget allocation for privacy efforts at the Board level or with a CFO

(i.e. to demonstrate the entity’s understanding of the importance
of privacy compliance)

5. a documented gap analysis
6. timely filing of an extension form for the Electronic Transactions &

Code Set Standards26

7. communication with the Center for Medicare and Medicaid Services for
guidance regarding the Electronic Transaction and Code Set
standards

According to the speaker, the absence of any of the above would be evidence of
marginal or limited intention of compliance.  

In any legal analysis of what a statute means or how it is to be
implemented, the testimony of the authors and enacting legislators is key
evidence.  In this case, Mr. King-Shaw laid out a roadmap for covered entities to
help limit their compliance woes.27

Following his suggestions ought to also protect health care providers
from falling prey to any business “partner”28 mandating more from a health care
than “reasonable efforts”  to make HIPAA an established protocol.

Down to Brass Tacks:  Why Independent Practitioners Must Comply

Unlike previous scenarios decried as “the demise of health care as we
know it,” HIPAA’s Privacy Rule has several real and serious economic
consequences.  First, the federal Privacy Rule applies to health care providers who
transmit data electronically,29 thereby arguably exempting health care providers

                                                
24 HIPAA requires “reasonable efforts” towards compliance.  What that means is
yet to be determined and is likely to be evaluated by industry standards and
government pronouncement.
25 The Centers for Medicare & Medicaid Services (CMS) is responsible for enforcing
the transaction and code set standards that are part of the administrative
simplification provisions of the Health Insurance Portability and Accountability Act
of 1996 (HIPAA).
26The first of the HIPAA deadlines passed on 16 Oct 2002.  By law,  Covered
entities were required to have been compliant with the Electronic Transactions &
Data Code Set Standards by that date.  HHS allowed a one year extension to this
deadline, but only if  the Covered  Entity filed an extension.  CMS has not
addressed the consequences of the failure of non-compliant providers to file an
extension plan.  Instead, CMS has simply stated that a “…covered entity that has
not implemented the HIPAA transaction and code set standards AND has not
submitted an extension request is noncompliant, and could be subject to
enforcement actions.”  See http://questions.cms.hhs.gov/cgi-
bin/cmshhs.cfg/php/enduser/std_adp.php?p_sid=Ay2o39yg&p_lva=&p_faqid=133
4&p_created=1034778066&p_sp=cF9zcmNoPTEmcF9ncmlkc29ydD0mcF9yb3dfY2
50PTUmcF9zZWFyY2hfdGV4dD1jb21wbGFpbnQmcF9zZWFyY2hfdHlwZT0zJnBfcHJ
vZF9sdmwxPTEmcF9wcm9kX2x2bDI9fmFueX4mcF9jYXRfbHZsMT0yJnBfY2F0X2x2
bDI9fmFueX4mcF9zb3J0X2J5PWRmbHQmcF9wYWdlPTE*&p_li= (visited 31
December 2002)
27 This is not to say that complying with Mr. King-Shaw’s “roadmap” would be an
absolute defense to any HIPAA breach litigation;  there are occasions wherein
industry practices exceed governmental requirements.  However, certainly in the
early stages of HIPAA evaluation, following the recommendations of this key
administrator should diminish any liability exposure.
28 The word “partner” is used here in its generic rather than legal meaning.
29  OCR/HIPAA Privacy Regulation Text, 45 C.F.R.160.102(a) (2002)
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who submit claims by paper alone.30  The Texas Medical Records Privacy Act,
however,31 is much broader and applies to any person who:

“ …. for commercial, financial, or professional
gain, monetary fees, … engages, in whole or in part, and
with real or constructive knowledge, in the practice of
assembling, collecting analyzing, using, evaluating, storing
or transmitting protected health information.  The term
includes a business associate …. health care provider …
comes into possession of protected health information;”32

Whereas federal laws ordinarily take precedence over state legislation,
HIPAA’s Privacy Rule specifically allows a state law to trump the Privacy Rule if the
state act provides greater privacy protection of PHI.33  The “who is covered”
section of the Texas Medical Records Privacy Act (as it is currently enacted)34 is
more stringent than HIPAA’s Privacy Rule and therefore supercedes the federal
regulation.  This means that Texas doctors who are accustomed to (or
contemplating switching to) paper claim submission must be prepared to follow
the federal mandate;  they must now implement the Privacy Rule.35

Second, managed care contracts will unquestionably require that their
providers comply with HIPAA.  It is, of course, perfectly reasonable for health
insurers to require that contracted providers follow every applicable statute
governing their health care.  The worrisome issue in credentialing and contract
audits will be determining precisely what managed care companies may consider
sufficient provider compliance.  Providers are accustomed to inquiries regarding
fraud & abuse activities, business management and general administrative
activities, but health plans have thus far offered little guidance as to what they
expect from their network physicians.  Of the major regional health insurers, only
Humana would provide any insight for this writing.36  When asked what providers
should anticipate from Humana, the company stated “Humana has always placed
a vital importance on safeguarding the privacy of personal health information.  In
fact, Humana's rigorous culture regarding privacy is an important aspect of its
industry leadership in providing consumer-directed benefit plans. Humana
associates are committed to protecting personal health information as if it were
their own. Humana expects that providers share this commitment and that
providers will fully comply with Federal and State privacy regulations.  Humana
maintains regular communication with its network providers through various
publications and other means and will continue to provide information on
Humana's privacy practices and other matters of interest to providers through
them.”37  Humana’s anticipation that “… providers will fully comply with Federal
and State privacy regulations” is prophetically profound.  Providers could not, in
all fairness, expect managed care companies to take any other position.

Finally, government reimbursers’ relations will force HIPAA
implementation.  The Centers for Medicare and Medicaid38 interpret HIPAA’s
Electronic Transactions and Code Set Standards to mean that after October 16,
2003, HHS can only pay Medicare claims that are submitted electronically, unless
the Secretary grants a waiver from this requirement.39  While the Centers for

                                                
30 Paper claim submission will not, absent extraordinary circumstances, be
accepted by the Centers for Medicare and Medicaid Services after 16 October
2003.
31 The enrolled version of the Act is available at http://www.capitol.state.tx.us/cgi-
bin/tlo/textframe.cmd?LEG=77&SESS=R&CHAMBER=S&BILLTYPE=B&BILLSUFFIX
=00011&VERSION=5&TYPE=B (visited 30 December 2002)
32 TEX. HEALTH & SAFETY CODE, Title 2, Subtitle I, Chapter 181, Subchapter A,
Sec. 181.001(b)(1), available on line at http://www.capitol.state.tx.us/cgi-
bin/tlo/textframe.cmd?LEG=77&SESS=R&CHAMBER=S&BILLTYPE=B&BILLSUFFIX
=00011&VERSION=5&TYPE=B (visited 30 December 2002) 
33  OCR/HIPAA Privacy Regulation Text, 45 C.F.R. 160.203(b) (2002)
34 Bexar County Medical Society members are encouraged to communicate with
the Legislative Committee, which is aware of this controversy in the law and eager
to  work towards a change in this law.  
35 The Texas Medical Records Privacy Act has a compliance deadline of 1
September 2003.
36 For this article, the author contacted PacifiCare, Aetna, Blue Cross Blue Shield
and Humana.
37 Humana provided this statement in an email to the author and to Chad
Johnson, the editor of “San Antonio Medicine” on 3 January 2003.
38 The Centers for Medicare & Medicaid Services (CMS) is responsible for enforcing
the transaction and code set standards.  The Office for Civil Rights (OCR) is the
Departmental component of the Department of Health and Human Services (HHS)
responsible for implementing and enforcing the privacy regulation.
39 See “Frequently Asked Questions on the CMS website at
http://questions.cms.hhs.gov/cgi-
bin/cmshhs.cfg/php/enduser/std_adp.php?p_sid=7B3IP3yg&p_lva=&p_faqid=354
&p_created=1019501409&p_sp=cF9zcmNoPSZwX2dyaWRzb3J0PSZwX3Jvd19jbn
Q9MTE1NiZwX3BhZ2U9MQ**&p_li= (visited 30 December 2002)

Medicare and Medicaid agrees that the Secretary of Health and Human Services
must grant such a waiver if a provider has no “available” method to submit claims
electronically,40 the government has not yet clarified the standards by which it will
decide that “there is no method available for the submission of claims in electronic
form.”41  Although the Secretary may grant such a waiver in other
circumstances,42 just what those “other circumstances” are has not been defined.
The government’s answer?  “We will publish proposed regulations to implement
this new authority.”43  Needless to say, this projection is even more vexing in light
of the recent publication of the HIPAA Electronic Health Care Transactions and
Code Sets Complaint Submission Form on the Center’s website.44   With all this in
mind, the only logical route any health care provider should take is HIPAA
implementation.  Not just because it’s the law, but also because failure to do so
will unquestionably have a negative impact on a provider’s bottom line.
Struggling with their own HIPAA crises, health care payers are not likely to
tolerate HIPAA avoidance by any of their providers.

How to HIPAAtize Without Taking out a Second Mortgage

“Other private practitioners like myself reacted with near panic.  What
do we have to do? I took it upon myself to research this further to see if there
was some way to facilitate compliance for the private practitioners.  I did an
Internet search…in short order, I had amassed 227 pages of documents…mostly
arcane guidelines, and left me bewildered as to the question I started with, how
do I insure that I am in compliance with the Orwellian termed administrative
simplification provisions of HIPAA?  Simplification?  I think not.”

--Testimony of Dr. Michael Kalm, a Utah psychiatrist, before the
NCVHS Subcommittee on Privacy and Confidentiality, 6 November 2002 page 5 of
8445 

While initially terrifying, HIPAA implementation does not need to be an
overwhelming process, especially for independent practitioners spared the
bureaucracy of endless hours of committee blather.  The first step?  Learn the law
that applies to one’s practice.

There are a plethora of readily available resources describing what one
needs to know to be compliant with HIPAA’s Privacy Rule.46  The Final Privacy
Rule itself is cumbersome and tedious, but it is available for free; the official
version is located at http://www.hhs.gov/ocr/hipaa/privruletxt.txt.47  A word of
caution, however; the comments are an epic in themselves, occupying over 2000
pages.   Understanding HIPAA requires not just a review of the law itself but of
what the law means; that is why an analysis of the comments is critical.  To

                                                
40 CMS has also agreed that the Secretary must grant a waiver of electronic claim
submission if the entity submitting the claim is a small provider of services or
supplies.  See http://questions.cms.hhs.gov/cgi-
bin/cmshhs.cfg/php/enduser/std_adp.php?p_sid=97NvVoyg&p_lva=&p_faqid=35
4&p_created=1019501409&p_sp=cF9zcmNoPTEmcF9ncmlkc29ydD0mcF9yb3dfY2
50PTE1JnBfc2VhcmNoX3RleHQ9d2FpdmVyIGVsZWN0cm9uaWMgY2xhaW1zJnBfc2
VhcmNoX3R5cGU9MyZwX3Byb2RfbHZsMT0xJnBfcHJvZF9sdmwyPX5hbnl_JnBfY2F
0X2x2bDE9MiZwX2NhdF9sdmwyPX5hbnl_JnBfc29ydF9ieT1kZmx0JnBfcGFnZT0x&p
_li= (visited 03 January 2003).
41 See “Frequently Asked Questions on the CMS website at
http://questions.cms.hhs.gov/cgi-
bin/cmshhs.cfg/php/enduser/std_adp.php?p_sid=7B3IP3yg&p_lva=&p_faqid=354
&p_created=1019501409&p_sp=cF9zcmNoPSZwX2dyaWRzb3J0PSZwX3Jvd19jbn
Q9MTE1NiZwX3BhZ2U9MQ**&p_li= (visited 30 December 2002)
42 See “Frequently Asked Questions on the CMS website at
http://questions.cms.hhs.gov/cgi-
bin/cmshhs.cfg/php/enduser/std_adp.php?p_sid=7B3IP3yg&p_lva=&p_faqid=354
&p_created=1019501409&p_sp=cF9zcmNoPSZwX2dyaWRzb3J0PSZwX3Jvd19jbn
Q9MTE1NiZwX3BhZ2U9MQ**&p_li= (visited 30 December 2002)
43 See “Frequently Asked Questions” on the CMS website at
http://questions.cms.hhs.gov/cgi-
bin/cmshhs.cfg/php/enduser/std_adp.php?p_sid=7B3IP3yg&p_lva=&p_faqid=354
&p_created=1019501409&p_sp=cF9zcmNoPSZwX2dyaWRzb3J0PSZwX3Jvd19jbn
Q9MTE1NiZwX3BhZ2U9MQ**&p_li= (visited 30 December 2002).  CMS offers the
same response to “Will noncompliant covered entities that fail to file an ASCA
compliance plan be excluded from Medicare?” and “Is HHS going to actually
review & approve all ASCA compliance plans?”
44 See
https://www.cms.hhs.gov/hipaa/hipaa2/support/correspondence/complaint/defaul
t.asp? (visited 02 January 2003).
45 The full transcripts of the NCVHS November hearings are available on the
Committee’s website at ncvhs.hhs.gov/021106tr.htm (visited 28 December 2002).
46 The Bexar County Medical Society will soon update its HIPAA page to include a
lengthy roster of web links and resources dedicated to medical privacy issues.
47 (visited 30 December 2002)
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lessen the pain for the stalwart and courageous reader, all of the comments are
available on line in a surprisingly user-friendly format.48  

The Office for Civil Rights, the entity which implements and enforces
HIPAA’s Privacy Rule, published “OCR Guidance Explaining Significant Aspects of
the Privacy Rule” on 4 December 2002; it is available for free on the Office for
Civil Rights’ website at http://www.hhs.gov/ocr/hipaa/privacy.html.49  Reading this
lesser tome will at least guide a covered entity to the most likely targets for the
inevitable enforcers.  In addition, the New Hampshire and Vermont Strategic
HIPAA Implementation Plan (www.nhvship.org) offers a “HIPAA Small Practice
Implementation” Guide on its site for free.50  And of course, there are also
numerous commercial products available at a variety of prices.

After studying the law, follow the “recipe” of Ruben King-Shaw, Jr.

HIPAA Treatment Modalities:  Better Late than Never

The sections that follow are illustrative of work to be done by
independent practitioners.  These suggestions are not intended to be all-
encompassing checklists for each practice; they are instead intended to start a
provider thinking about the road ahead.  Before contemplating even these,
however, it might be helpful to put all of this into perspective.

First, there is simply not enough time to do all that HIPAA traders
have suggested for years.  The longer one waits to start this process, the harder it
will be to accomplish it.  Next, the law requires “reasonable efforts,”51 not
bankrupting remodeling or heart palpitating investments in seductive technology.
Ignore the fear-mongers HIPAA vendors and exercise common sense above all
else.

Third, timely documentation is ordinarily essential to demonstrate to
any investigator or lawyer that a covered entity exercised due diligence to follow
the law.  Generally, documenting these communications is critical; any evaluator
would expect a “paper trail” of some kind to prove a commitment on the part of
the practice leaders.

Care must be given, however, to ensure that although abbreviated,
the health care provider can accomplish all the HIPAA tasks.  If complete
compliance is deemed hopeless by the 14 April 2003 deadline,52 documentation of
insufficient efforts may even be HIPAAsuicide.

The King-Shaw Recipe:  Step One:  the Internal Workgroup

Were limited time not an issue, forming a task force to evaluate
HIPAA’s impact on a covered entity would be a time-honored task.  In today’s
environment, HIPAAreadiness means thoughtful but immediate action by the
staffers most familiar with the medical privacy law.  An internal workgroup must
include the practice’s decision maker(s) and the individual designated as the Chief
Privacy Officer.   Even if no one else participates, these two must have a clear
understanding of the practice’s status quo and be committed to implementing
privacy protection pursuant to law.

This step demands agreeing to dedicate the time, money and effort,
throughout the entire practice, to understand current methods in place to protect
patients’ privacy and follow through with needed changes.  Which is not, of
course, intended to suggest that the head of each provider practice needs to be
intimately familiar with each and every inference and element of HIPAA, only
those sections applying to that office.  Creating an internal workgroup and
documenting its goals should be, at least according to one key government
official, some evidence of sincere implementation efforts.

What to do at this point?  Think through the discussions that have
already taken place & reduce those to writing.  Just because there have been no
formal meetings with published agendas does not indicate that the purpose of an
internal workgroup (i.e. evaluating the status quo to know how to make the
changes demanded by these laws) has not been accomplished.

                                                
48  See http://erm.hhs.gov/hipaa/erm_rule.rule?user_id=&rule_id=228 (visited 03
January 2003)
49 (visited 30 December 2002)
50 See www.nhvship.org/download/smallpract.doc (visited 02 January 2003)
51  OCR/HIPAA Privacy Regulation Text, 45 C.F.R.164.502(B)(1) (2002)
52 How much needs to be done will, of course, vary between covered entities.  An
independent practice may not have as far to go as a mammoth health care
institution.

To compensate for meeting minutes, think through the topics that
would have been discussed.  Have those same agendas been met in another
way?53  Most providers have been lambasted with HIPAA articles, hospital privacy
faxes and seminar notices.  Some of these papers might even have been read –
maybe; and if so, those materials are the documents that an internal workgroup
would have digested.   Many providers have spent at least a bit of time
researching medical privacy on the World Wide Web.  If so, print out the “cookie”
history; that won’t prove that materials have been scrutinized, but it will at least
be evidence of sites visited by a technologically savvy provider.

The King-Shaw Recipe:  Step Two:  Entity’s Communications with
Leadership/Talent to Become HIPAA Compliant

While shameless HIPAAhucksters must have been licking their chops
at this ingredient of the King-Shaw Recipe, it is not always necessary for a
covered entity to outsource preparation to a HIPAA consultant.  Health care is a
complex field; those who practice and manage the field could never have been
successful were they bumbling blockheads.  It is absolutely plausible, possible and
in some cases preferable to self-HIPAAtize.

Choosing whether to employ a consultant is a covered entity -by-
covered entity analysis that requires insight and prioritization of finances and
capacity.  While there are plenty of truly helpful and talented HIPAAhelpers
offering quality services at reasonable fees, HIPAAhooligans abound as well.   As
of this writing, there is no certification required or endorsed by any of the
governmental agencies involved in HIPAA implementation enforcement.

The King-Shaw Recipe:  Step Three:  Budget Allocation for Privacy
Efforts at the Board level or with a CFO (i.e. to demonstrate the entity’s
understanding of the importance of privacy compliance)

It is not an impossible task to make the medical privacy protection
regulations an office protocol, but it cannot be done without complete
commitment by the head of the practice and decision makers.  The more
annoying sections of HIPAA are those requiring administrative action to fulfill the
“implementation specifications” of the Privacy Rule.  Accepting these as a part of
HIPAA must come from the top.  Without that commitment, staff efforts are
doomed.

Providing an actual budget for HIPAA implementation efforts is some
evidence of due diligence and good faith efforts to follow the law.   Care must be
taken, however, to be sure that there is enough funding available to accomplish a
thorough phase-in of all practice remediation efforts.  How much money privacy
implementation will take should, of course, vary from practice to practice.  In
preparing a HIPAA privacy54 budget, a health care provider needs to consider
what it will take to fund reasonable efforts.  The following is a guideline of some
of the matters to think about:

1) status of existing software & patches that will be necessary (based
upon the provider’s investigation of  HIPAA readiness from its
software vendors)

2) training necessary for each current member of the workforce and for
each “new” future member (the educational tools as well as the
“soft” administrative costs, such as the staff’s time away from
patients)

3) creation & implementation of HIPAA required forms and 
4) creation & implementation of HIPAA ordered policies and procedures
5) possible alterations to the physical structure of the practice
6) document management of  all data now required to be retained by

each covered entity
7) “soft” administrative costs (measured in “person hours”) for HIPAA

implementation, such as negotiating business associate
agreements and relationships, communication with patients
regarding their rights under HIPAA and the multiple documents
mandated by law, etc.

8) “soft” administrative costs (measured in “person hours”) for HIPAA
compliance, such as mandated discipline (i.e. for any PHI
disclosures), policy updates, patient chart amendments and
records copying,  disclosure tracking, retraining, etc.

The King-Shaw Recipe:  Step Four:  Document a Timeline for
Compliance.

                                                
53 That does not, of course, mean that it would ever be appropriate to create a
fictional workgroup and pretend that meetings took place,  
54 The roster outlined above is not intended to be all-inclusive.  In addition, it does
not take into consideration the costs of implementation and compliance with the
other sections of the ASCA.
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As of 1 January 2003, there are only 103 days left before 14 April
2003.55  At this point, there is simply not enough time to do all that HIPAA
scholars began to suggest years ago and this might be an area wherein
documentation at this late date might be questionable. Again, the wiser course of
action would be to focus upon the intended result-- analyze, prioritize and
commence implementation of the Privacy Rule.  Schedules of training sessions,
meetings with third party practice vendors and the like will become the calendars
that Mr. King-Shaw recommends.

The King-Shaw Recipe:  Step Five:  Create a Gap Analysis

Understanding what HIPAA and the relevant state medical privacy
laws require is the key to successful implementation.  Conducting a “gap analysis”
entails knowing the status of one’s practice and determining what must be done
to comply with the applicable law.  Some of the basic steps for conducting a gap
analysis are outlined as cost factors in the budget discussion above.  Like earlier
discussions, documentation of gap analysis efforts will be critical evidence in any
subsequent evaluation – helpful if all efforts are done completely and in a timely
manner, harmful if not sufficient.

The positive effects of streamlining data, reducing administrative
hours, and etc. that are projected for HIPAAready health care practices might
actually be possible.  When approached gently and at a reasonable pace,
compliance efforts evoke a sense of accomplishment rather than anxiety.  A
careful privacy gap analysis would consider security issues as well.

Roger Parker,56a highly respected information technology expert who
speaks at Bexar County Medical Society HIPAA seminars, has spent many years at
top-level healthcare companies involved in Electronic Data Interchange and
Internet hosting operations.  Mr. Parker teaches the direct link between privacy
and security and feels strongly that the two are inextricably intertwined.  He
writes “[W]e need to clear up a misconception about HIPAA and Security right
now.  Even though the final rules on security have not been published, this
doesn’t mean that you are not required to protect and secure Protected Health
Information (PHI).  The HIPAA statutory standard (42 U.S.C. § 1320d-2(d)(2)) is
in effect now:

“Each [covered entity] who maintains or transmits health
information shall maintain reasonable and appropriate
administrative, technical, and physical safeguards—

(A) to ensure the integrity and confidentiality of the information;
(B) to protect against any reasonably anticipated— 

threats or hazards to the security or integrity of the 
information; and
unauthorized uses or disclosures of the information; and

(C)   otherwise to ensure compliance with this part by the officers and
employees of such [entity].”

In §164.530(c)(1) of the Privacy Rule, a mini HIPAA security mandate
exists:

"A covered entity must have in place appropriate
administrative, technical, and physical safeguards to
protect the privacy of protected health information."

Remember, HIPAA Security and Privacy is all about PHI.  Privacy refers
to limiting the availability and use of PHI.   Security refers to the systems used to
physically and electronically limit access to PHI. Privacy refers to what must be
kept confidential.  Security refers to how it is to be kept confidential.”

The King-Shaw Recipe:  Step Six:  Timely Filing of an Extension Form for
the Electronic Transactions & Code Set Standards

The first of the HIPAA deadlines was the compliance date for the
Electronic Transactions & Code Set Standards.  All covered entities were to have
either been compliant by 16 October 2002, or, in the alternative, were to have
filed an extension form with the Centers for Medicare and Medicaid.  The filing of
the extension provided an extra year for covered entities to enact these
standards.

                                                
55 See
http://www.timeanddate.com/date/durationed.html?d1=01&m1=01&y1=2003&h1
=&i1=&s1=&d2 =14&m2=04&y2=2003&h2=&i2=&s2= (visited 02 January
2003).
56 Mr. Parker may be reached at (512) 273-0068;  his email address is
rcparker@webhipaa.com

But what of those covered entities that did not file the extension?
Unquestionably, all are now in violation of HIPAA and could face HIPAA’s
gruesome sanctions.  So, what to do?

Assuming that the government representatives speak the truth when
they proclaim that enforcement will be complaint-driven, it may very well be that
the Centers for Medicare and Medicaid Services do little, if anything, with non-
compliant complaint-free providers.  That is, of course, until that fateful day, 16
October 2003, when the Centers for Medicare and Medicaid Services is projected
to accept only electronically-submitted claims for reimbursement.

Should a complaint be filed, providers would do well to have an
explanation ready for their failure to comply with the implementation deadline or
extension submission.  Although the extension form itself is no longer available on
the Centers for Medicare & Medicaid Services’ website, the requisite data that was
sought (i.e. on the extension form) is still available on the website of the Federal
Register.57  Reviewing the extension form and being ready to supply the required
data could help diminish harm done by failure to file an extension.

Too, the Centers for Medicare & Medicaid Services has published a
checklist designed to nudge covered entities toward implementation of the
Electronic Transactions and Code Set Standards.  The document, “Provider HIPAA
Readiness Checklist – Getting Started” is available for free at
http://cms.hhs.gov/hipaa/hipaa2/ReadinessChkLst.pdf58  And, a commercial
vendor, HIPAAdocs has posted a “Corrective Action Plan” on its website for
covered entities who failed to file for an extension.  The document is available at
http://www.hipaadocs.com/content/sponsor/1000/pdf/corrective_action_for_miss
ed_extension_filing.pdf

The most successful approach to any complaint for failure to file an
extension form?  Simply focus one’s efforts on compliance.

The King-Shaw Recipe:  Step Seven:  Communication with the Center for
Medicare and Medicaid Services for Guidance regarding the Electronic
Transaction and Code Set Standards

Mr. King-Shaw’s roster of HIPAA compliance was clearly directed at his
agency’s oversight functions, i.e. the Electronic Transaction and Code Set
Standards.  Still, since one of HIPAA’s implementation overseers has directly
suggested that its office be targeted as a resource, logic would dictate that
privacy questions be asked of the Office for Civil Rights.  Thus far, the amount of
privacy “technical assistance” offered to the provider community has been
minimal.  Still, there are some instances in which the Office for Civil Rights has
offered significant HIPAA data.

For example, one of the more perplexing of the HIPAA relationships is
that between the covered entity and its business associates.  The Office for Civil
Rights offers sample business associate contract provisions on its’ website
http://www.hhs.gov/ocr/hipaa/contractprov.html.59  It is not the wealth of
material that the Office for Civil Rights offers, however, which matters for this last
tidbit of the King-Shaw “recipe” for HIPAAcceptance.  It is, instead, that a covered
entity has sought out government assistance when perplexed by the law.  Again,
documentation of these efforts is critical. 

Prognosis
Will every unHIPAAtized doctor land in the hoosegow on April the

15th?  Not likely.  Nonetheless, HIPAA will be omnipresent.  Undoubtedly, the first
few years of the life of the Privacy Rule will see very few demands, prosecutions
or lawsuits.  But at some point, a gung-ho legislator will demand an accounting of
HIPAA privacy violations and the enforcers will scurry to justify their existence.
Managed care contractors will undoubtedly make demands for compliance now
and will amend those in the years to come.

As the medical privacy laws mature, there will be modifications and
additional requirements that will no doubt require frequent (if not constant)
scrutiny and review of a provider’s practices and policies.  The final security rules,
not yet released by the Department of Health and Human Services, are the latest
installment in the wrinkles of HIPAA.  Effective security is the linchpin of privacy
and wise providers will already have begun their security efforts.  

                                                
57 See http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=2002_register&docid=02-9197-filed (visited 2 January
2003).
58 visited 2 January 2003
59 visited 02 January 2003.



7:06 PM

6

Hoyt M. Warren, CACI’s Director and Division Manager of the
Southeast Operations-Advanced Systems Division, is a national security expert.60

Mr. Warren recently wrote,    "The increasing prevalence of information security
and privacy related standards are making regulatory compliance a significant drive
behind the adoption of information security measures.  The importance of
implementing such measures is likely to increase as more and more domestic and
international information security laws, such as, the GLBA, HIPAA, and the
European Union Privacy Law, take effect.  Along with the passage of these laws
has come an increasing public awareness of personal rights and corporate
obligations relative to ensuring the security and privacy of personal information.
Quite possibly, the greatest potential impact of a security or privacy breach can
have on a corporation is the damage to the corporation's reputation that such a
breach would most likely cause.  The costs associated with implementing
reasoned information security measures can always be addressed, the public's
trust in a corporation is something that has to be built up over time and it is much
easier to lose it than it is to gain it.”

HIPAA’s enactment can be perceived as exciting or terrifying,
embraced as a challenge and opportunity rather than a pink slip for early
retirement.  While it is no understatement to suggest that HIPAA’s impact on
health care is dramatic, it is also no signal for resolving oneself to abject failure.
HIPAA is manageable, one puzzle piece at a time, even if the road to recovery
requires day-by-day progress, evaluation and care.  Comfort with the law comes
from anticipating how it will transform and applying Darwinian theories to medical
administration.

                                                
60 Hoyt M. Warren, Jr. may be reached at 334.244.7400;  his email address is
hwarren@caci.com
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i There are 103 days between 1 January and 14 April 2003.
ii The Department of Health and Human Services (HHS) is the federal agency that issued the “Standards for Privacy of Individually
Identifiable Health Information.”  These Standards are universally referred to as “The Privacy Rule.”
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